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Abstract  

Purpose – This study aims to provide a comprehensive evaluation of the 
integration of digitalization and technological advancements in the halal 
industry, highlighting their implications for industry development and 
addressing key challenges and opportunities. 

Methodology – We used the Preferred Reporting Items for Systematic 
Reviews and Meta Analyses (PRISMA) methodology to conduct a 
systematic literature review, analyzing 54 research papers published between 
2014 and 2024. 

Findings – This study identifies the challenges and opportunities in 
adopting technologies such as IoT, blockchain, and AI within the halal 
sector, and offers suggestions for overcoming these challenges based on the 
existing literature. The study finds that adopting advanced technologies is 
essential for the sustainable growth of the halal market and emphasizes the 
importance of creating explicit regulations and fostering cooperation for 
technological innovation. 

Implications – This study has significant implications for academic 
researchers, policymakers, and industry practitioners by providing insights 
into the intersection of technology and halal industry.  

Originality – The originality of this study lies in its systematic exploration 
of the crucial role of technology in halal market growth and sustainability. 
This encourages industry professionals to adopt advanced technologies to 
enhance product visibility and regulatory compliance.  

Cite this article:  
Raini, R., Ikhwan, I., & Rusydiana, A, S. (2025). Integrating technological 
innovation in the halal industry: An analysis using PRISMA. Jurnal Ekonomi 
& Keuangan Islam, 11(1), 61-79. https://doi.org/10.20885/JEKI.vol11.iss1.art5  

 

Introduction  

Halal industries, which encompass Islamic finance, modest fashion, halal food, and Muslim-
friendly travel, continue to drive a global halal economy that reached US$2.29 trillion in consumer 
spending in 2022, experiencing a 9.5% annual growth from US$ 2 trillion in 2021. Islamic finance 
is at the forefront of this growth, with an estimated compound annual growth rate (CAGR) of 9%, 
followed by halal cosmetics at 8,9%, and other halal sectors including halal food, modest fashion, 
Muslim-friendly travel, and halal pharmaceuticals, which have CAGRs ranging from 5.7% to 6.1% 
(DinarStandard, 2023)  
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The Halal industry is expected to experience significant growth in the coming years driven 
by several key factors. Among the most important is the steady increase in the Muslim population, 
which is growing at an annual rate of 1.5%, compared with the 0.7% growth rate of non-Muslim 
populations. This demographic trend suggests a 35% increase in the global Muslim population over 
the next two decades. By 2043, the Muslim population is projected to reach 2.2 billion, accounting 
for approximately 26.4% of the global population (Abdillah et al., 2022). In addition, the state of 
global Islamic economy report (2023) stated that one of the strongest demand drivers of the halal 
industry is the growing youth Muslim population. In 2023, Muslim youth and young adults (ages 
15-29) comprised 27.8% of the global youth population. By 2030, it is projected that nearly three 
in ten of the world's youth and young adults will become Muslim. With Gen Z and millennials 
being the largest spenders, the youthful demographic of the Muslim population is expected to play 
a crucial role in the future growth of the industry (DinarStandard, 2023). 

However, this promising growth is accompanied by several challenges, including the 
complex and time-consuming processes of halal compliance and certification (Hasan & Pasyah, 
2022), and the need for safety and traceability within the halal product supply chain, but has a high 
cost of investment in technology (Barth, 2011). To address these challenges, innovation is required 
in the development of the halal industry, especially in terms of technology integration. Technology 
plays a key role by offering innovative solutions that increase efficiency, transparency, and 
consumer trust (Harsanto et al., 2024). 

The Halal industry is progressively incorporating digital systems to optimize certification 
procedures. Technologies such as internet of things (IoT) devices, blockchain, and artificial 
intelligence (AI) are being amalgamated to enhance the transparency, traceability, and authenticity 
of halal products (Rahman & Ahmad, 2024). Blockchain technology is considered a strategic 
initiative as it increases the efficiency of the halal certification process (Taratori et al., 2021), 
increases its transparency and traceability (Alamsyah et al., 2022), and promotes value innovation 
in the halal industry through its features (Carayannis et al., 2012). In addition, Tan et al., (2022) 
underscored the pivotal role of AI in ensuring the integrity and compliance of halal products. AI 
technologies contribute significantly to real-time supply chain monitoring, sophisticated data 
analysis, and overall enhancement of certification integrity. 

The significance of technology in the development of the halal industry has resulted in an 
increase in discussion and literature related to this field. Figure 1 presents the development of the 
literature on the halal industry and its relation to technology published in the Scopus database. It was 
concluded that research on this topic has recently increased significantly, especially in the last ten 
years.  

 

 

Figure 1. Development of technological innovation in the halal industry 
Source: Data processed using Biblioshiny (R Studio) 
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Several researchers have emphasized the importance of an integrated overview that 
considers the specific contexts, cultures, and countries on this topic. Bridging these gaps will 
contribute to developing conceptual insights, forming a basis for future research on the halal 
industry and its relationship with technology. Therefore, a comprehensive study is needed to map 
the development of the literature related to the halal industry and its relationship with technological 
advancement. 

Recent bibliometric studies in this field have been conducted by several researchers, 
including Noor (2024), Hastuti et al. (2023), Harsanto et al. (2024), Handayani and Vanany (2021), 
and Jalil et al. (2017). In contrast to existing studies, the current study attempts to conduct a 
comprehensive systematic literature review and eventually provide solutions for more technology-
related halal industry research, which is analyzed through the preferred reporting items for 
systematic reviews and meta-analyses (PRISMA) method. To the best of our knowledge, there has 
been no research using this method concerning technological innovation in the halal industry. 
 

Literature Review  

The term “halal” means “permissible” in Arabic and refers to anything that is allowed based on 
Sharia or Islamic Law (Rahman et al., 2015). The origin of the halal industry lies in meat products, 
with a focus on preparing and slaughtering them following Islamic dietary regulations. Over the 
years, this sector has experienced a significant change, broadening its scope to include different 
areas like healthcare, fashion, travel, and banking. This growth is mainly due to the impact of 
Islamic law or ethics in these sectors and the increasing global need for halal-certified goods and 
services (Azam & Abdullah, 2020; Rahman & Ahmad, 2024). 

A unique feature of the halal industry is its ability to overcome religious barriers. Although 
based on Islamic principles, the idea of halal has been acknowledged and embraced by people from 
various backgrounds and beliefs (Rahman & Ahmad, 2024). Halal products are frequently linked 
to good quality, safety, and ethical production methods, which are attractive to a wider range of 
consumers beyond the Muslim population. 

Several factors contributed to the rapid growth of the halal industry. On the demand side, 
there are a large number of young Muslims, growing digital connections and online shopping in 
Muslim-majority countries, and the intersection of Islamic principles with sustainable and ethical 
consumption. On the demand side, government regulation, particularly from OIC members, was 
influential in requiring halal certification for imported goods, offering assistance to halal producers, 
and establishing regional agreements to promote trade within the OIC (DinarStandard, 2023).  

This growth has been facilitated by different stakeholders such as governments, industry 
groups, and companies, acknowledging the economic potential of the halal market. Consequently, 
there has been an increase in investments, R&D initiatives, and the implementation of regulatory 
guidelines to maintain the authenticity of halal certifications and standards within the industry. In 
the digital era, the halal sector is expected to expand further, with technology playing key roles in 
its ongoing progress and adjustment to evolving consumer tastes and international markets 
(Rahman & Ahmad, 2024).  

Currently, the global halal industry is experiencing a substantial shift towards digitalization. 
Digital tools are crucial for guaranteeing product traceability, enhancing transparency, and building 
consumer confidence. Furthermore, technological progress in the halal sector involves new ideas 
and methods to improve the quality, productivity, and legitimacy of halal goods and services. These 
developments utilize technologies such as blockchain, artificial intelligence (AI), big data analytics 
(BDA), internet of things (IoT), and biotechnology to enhance halal certification, supply chain 
management, product quality control, consumer engagement, and other industries.  

Prior studies have highlighted the role of digital technology in improving the transparency, 
integrity, and certification processes of the halal industry, thereby establishing international best 
practices in several sectors. According to Handayani et al. (2024), the adoption of digital technology 
has been linked to the potential improvement in halal supply chain effectiveness, although it may 
impact efficiency. However, only a limited number of studies have attempted to map and 
comprehensively review the literature related to the integration of technology in the halal industry, 
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including those by Noor (2024), Hastuti et al. (2023), Harsanto et al. (2024), Handayani and Vanany 
(2021), and Jalil et al. (2017).  

Noor (2024) did a systematic review of the literature on the technology acceptance model 
(TAM) application in the scope of halal industries. He found that studies in this field were first 
published in 2014, and Indonesia became the leading country in publishing literature on halal 
studies using TAM. In addition, this study found that Islamic finance was the most prominent 
sector in the halal industry.  

Furthermore, Hastuti et al. (2023) analyzed the development of literature on halal food and 
its relation to technology indexed by Google Scholar using VOS Viewer. This study found that the 
topics often used during the observation period were food science, meat, and the food industry. 
This study also concludes that there is a strong interaction between food industry topics and food 
quality. Another study conducted a review of halal foods by Jalil et al. (2017). This study reviewed 
52 articles published between 1999 and 2015 to identify studies related to technology and halal 
food security. The results of this study indicate that user acceptance of technology in food security 
is influenced by the effectiveness, convenience, and ease of use of the technology. 

 Handayani and Vanany (2021) conducted a systematic literature review of studies related to 
blockchain applications in halal supply chains published in the Scopus database from to 2017-2022. 
The findings indicate that manufacturing is the industry type where blockchain applications are most 
commonly used, while a traceability system is the primary function of blockchain applications in most 
of the literature. In addition, Harsanto et al. (2024) analyzed the innovative digital technology used in 
the context of the halal supply chain from articles published in the Scopus database. This study finds 
that halal financial technology, blockchain technology, and halal traceability systems are the most 
applied innovative technologies in the halal supply chain.  

 
Table 1. Previous literature review studies on halal industry and technology 

Author Title Database Method 

Noor (2024) Technology acceptance model in halal 
industries: A systematic literature review 
and research agenda 

Scopus and WoS Systematic 
Literature review 

Hastuti et al. 
(2023) 

Applied technology in the halal food Google Scholar Bibliometric 
Analysis 

Harsanto et al. 
(2024) 

Digital technology 4.0 on halal supply 
chain: A systematic review 

Scopus Systematic 
Literature review 

Handayani and 
Vanany (2021) 

Blockchain application in halal supply 
chain: Litrature review and future research 

Scopus Systematic 
Literature review 

Jalil et al. (2017) Studies on technology and halal food 
security: A review 

UM Online 
Library database 

Kitchenham’s 
Systematic 
literature review 

Source: Author processed 

 
However, prior bibliometric studies have focused only on specific halal industry sectors or 

supply chains (see Table 1). Our study is among the first to comprehensively analyze the literature 
related to technological innovation in the halal industry using the PRISMA methodology. 
Furthermore, the significance of this study lies in its identification of not only the characteristics 
already described in past studies but also in its identification of the research gaps in this field. 
   

Research Methods  

In this study, we followed the PRISMA guidelines to compile our review (Higgins & Green, 2008). 
Systematic reviews frequently exhibit a lack of awareness of shared guidelines, which is essential 
for ensuring replicability and scientific adequacy (Moher et al., 2010). PRISMA offers a standard 
methodology that is widely accepted by peer reviewers and includes a comprehensive checklist 
(Pussegoda et al., 2017). We strictly followed this checklist in the preparation of this paper to ensure 
quality assurance in the review process and enhance its replicability. 
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Furthermore, we developed a detailed review protocol that outlined the search strategy, 
article selection criteria, data extraction procedures, and data analysis methods (Denyer & Tranfield, 
2014). This protocol was meticulously designed to ensure that each step of the review process was 
systematically and consistently conducted. By employing the PRISMA methodology, we aimed to 
enhance the transparency and validity of our review's findings, thereby contributing more reliably 
and robustly to the research field. This rigorous process not only strengthens the quality of the 
review but also ensures that the results can be trusted and replicated by other researchers. 

However, it is crucial to consider the implications and limitations of applying the PRISMA 
methodology, especially in the context of analyzing diverse topics, such as technological 
advancements in the halal industry. While PRISMA ensures a structured and transparent approach, 
potential biases arise from the methodological choices. For instance, the exclusion of Google 
Scholar and restriction to English-language publications while ensuring quality and focus may have 
limited the scope of the study by omitting valuable non-English regional research. To enhance 
transparency and collaboration during the review process, we utilized WATASE UAKE, a tool that 
facilitates systematic data extraction and collaborative analysis among coauthors to ensure 
consistency and reduce individual biases. 

 
Data sources and search strategies 

The Scopus database was used in this study because of its advantages. Numerous factors support 
the use of the Scopus database for literature compilation: (1) it is the largest collection of abstracts 
and citation information globally, (2) timely updates are maintained regularly, (3) there is flexibility 
in both debugging and data processing, and (4) it offers exceptional coverage and indexing of 
relevant journals (Bosman et al., 2006). Scopus is highly comprehensive for search purposes 
because of its ability to narrow down search strings using the 'OR' and 'AND' operators. The 
utilization of search engines, such as Google Scholar, was avoided because of its challenging nature 
in extracting the desired material. The search was conducted using the following keywords: "Halal" 
AND "technology" OR "digital" OR “IoT” OR “blockchain” OR “AI” between the years 2014 
and 2024. To conduct a thorough search, the scope was restricted to papers published in English. 
This decision was made because English is the predominant language for publications on the halal 
industry, as indicated by searches performed on multiple search engines. 
 
Selection of study 

The objective of this strategy is to optimize the probability of retrieving pertinent documents. It is 
important to emphasize that the use of a search string does not ensure that only papers directly 
relevant to the research topic are retrieved. Consequently, exclusion criteria were defined. The 
screening technique included evaluating the titles and abstracts of the retrieved publications 
according to these criteria (Lewandowski, 2015). The objective was to exclude publications that did 
not correspond to the examined subject area. Figure 2 presents the specific exclusion criteria and 
associated number of papers. The initial limitation of journal papers was based on the observation 
that high-quality research is typically published in reputable journals and undergoes peer review. 
However, because research on the halal industry is considered an emerging area, conference 
proceedings have also been included. 

Following the application of the exclusion criteria, the titles of the articles were further 
utilized to eliminate papers based on their pertinence to the study objectives. The subsequent 
criteria employed perused the abstracts, followed by a thorough examination of the papers to 
identify pertinent papers, as outlined in Figure 2. A significant number of results were excluded 
after applying the research discipline exclusion criteria owing to the consideration of many aspects 
of the halal industry that are beyond the scope of this work. Once an adequate number of pertinent 
literature sources were gathered according to the defined criteria, the papers were subsequently 
examined and evaluated, as demonstrated in the results and discussion section. 
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Figure 2. Inclusion and exclusion criteria 

 
Data extraction 

Following the initial exclusion of papers based on their titles and abstracts, 54 studies remained for 
further consideration. The first author evaluated these studies, assessing their titles, abstracts, and 
full texts to determine their relevance according to the predefined inclusion and exclusion criteria. 
Whenever there was any uncertainty regarding the eligibility of a study, the second author 
independently reviewed the questionable papers to provide an additional perspective. Subsequently, 
the two authors engaged in detailed discussions to deliberate the eligibility of these studies, aiming 
to reach a consensus on each publication. Through this collaborative process, the final selection of 
54 studies was determined, as shown in Figure 3. 
 

 

Figure 3. PRISMA flowchart 

Inclusion Criteria

•Publication year: between the years 2014 -2024

•Publication type: Journal articles and conference proceedings

•Publication language: English

•Studies specifically focusing on technological innovation in 
Halal industry 

Exclusion Criteria

•Any literature before the year 2014

•Book chapters, book series, editorials, and trade publication

•Publication that are not in English

•Publication that are not relevant to the technological innovation 
in Halal industry 
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Figure 3, the PRISMA flowchart, outlines the sequential steps taken during the study 
selection process, starting with the identification of 197 initial records and ending with 54 articles 
after applying strict inclusion and exclusion criteria. This rigorous selection highlights the 
systematic nature of the review but also underscores the niche and emerging nature of the research 
topic. The limited number of articles included, while sufficient to provide meaningful insights, may 
affect the generalizability of the findings. Future studies could broaden the search criteria to 
encompass a wider range of studies, potentially increasing the reliability and validity of the results. 
 
Data analysis procedures 

The shortlisted studies identified through the review process were further analyzed and discussed 
in the subsequent section of this report. The selected literature was systematically categorized and 
synthesized based on various criteria, including publication trends, sources, geographical locations, 
research methodologies, theoretical perspectives, and themes or factors derived from the literature.  

Following PRISMA methodology, 54 articles were selected for review and synthesis. 
Despite the relatively small number of review papers, this sample is sufficient to provide meaningful 
insights into the current state of technological innovation in the halal industry. Robinson and Lowe 
(2015) note that such a small yield is typical in systematic literature reviews because multiple layers 
of screening and filtering are involved.  

In this section, the authors report on the trends and synthesize the findings from the 54 
reviewed academic articles. A subsequent subsection highlights the current state of research on 
technological innovation in the context of the halal industry. 
 

Results and Discussion 

Descriptive analysis 

The descriptive results provide a comprehensive overview and highlight the foundational approaches 
and attributes utilized by the selected studies (Lettieri et al., 2009). Consequently, this investigation 
should focus on examining the specific timeframes during which these articles were published. The 
primary objective of period-wise distribution analysis was to determine the annual number of articles 
that met the review criteria. As shown in Figure 4, there has been a noticeable increase in the number 
of publications each year, from 2014 to 2024, suggesting a growing academic focus on this specific 
field of research. In the academic community over the last ten years, there has been a growing 
acknowledgement and investigation of this subject. Notables are 2018, 2021, and 2022, during which 
there was a substantial increase in the number of publications. These high points indicate times of 
increased research interest, possibly influenced by new trends, discoveries, or changes in the relevance 
of the topic in academia and practice. 

By examining these patterns in publications, the analysis offers important insights into how 
research in this area is changing over time, pointing out times of increased scholarly involvement, 
and setting the stage for understanding the factors that influence these trends. 

 

 

Figure 4. Publication trends 
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The descriptive analysis of the word cloud serves as a foundation for understanding the 
thematic landscape of technological integration in the halal industry and sets the stage for 
examining trends in the publication of related research papers. The word cloud highlights key 
themes and concepts related to the integration of technological innovation in the halal industry, 
emphasizing the increasing adoption and impact of technology in enhancing the global halal sector. 
Several keywords appeared, including blockchain, halal food, halal tourism, halal industry, and halal 
supply chain.  

Blockchain technology is prominent, indicating its crucial role in ensuring transparency, 
traceability, and integrity in halal supply chains. By providing immutable records, blockchain helps 
to verify the halal status of products from production to consumption, thus building consumer 
trust (Alamsyah et al., 2022). Halal food is the most frequently mentioned sector, demonstrating 
extensive research and development efforts to ensure that food products meet halal standards 
through advanced technological solutions, such as IoT devices, smart packaging, and food safety 
monitoring systems (Akbar et al., 2022; Chandra et al., 2019). 

The Integration of technology in halal tourism includes mobile applications for Muslim 
travelers, providing services such as prayer time notifications, halal restaurant locators, digital Qibla 
directions, enhancing the overall travel experience, and ensuring compliance with halal 
requirements (Battour et al., 2023). Technologies such as RFID, GPS, and blockchain are 
revolutionizing the halal supply chain by enabling the efficient management, tracking, and 
authentication of halal products, ensuring that they remain uncontaminated and halal-compliant 
throughout the supply chain (Suseno et al., 2023).  

Figure 5 illustrates the dynamic interplay between technological advancements and the halal 
industry, showing how innovations are transforming various sectors to meet the evolving demands 
of Muslim consumers globally and emphasizing the importance of adopting modern technologies 
to maintain the integrity, efficiency, and growth of the halal industry in an increasingly digital world. 

 

 

Figure 5. Word cloud 
 
Methodological analysis 

After examining the methodologies used in the reviewed publications presented in Figure 6, it is 
clear that a large portion of the research has focused on qualitative analysis techniques. Specifically, 
22 articles utilized qualitative methods, focusing on non-numerical data and aiming to provide an 
in-depth, contextual understanding of the topics through interviews, focus groups, or content 
analysis. 
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Figure 6. Publications based on the Methodology Used 
 
In contrast, a slightly larger group of 26 articles employed quantitative methods that involved 

numerical data and statistical analysis, and aimed to quantify variables and uncover patterns or 
correlations through surveys, experiments, or other measurable forms of data collection. 

The remaining articles used mixed-methods approaches, combining both qualitative and 
quantitative techniques to leverage the strengths of both paradigms and provide a more compre-
hensive perspective on the research questions. These studies integrated diverse methodologies to 
explore the complexity of their subjects more thoroughly, drawing on numerical data to support 
qualitative insights and vice versa. 

Overall, the distribution of methodologies in the reviewed publications balanced the 
qualitative and quantitative analyses, with a thoughtful integration of mixed methods in several 
studies. 

 
Country analysis 

Figure 7 shows the distribution of studies by country, reflecting each country's interest in the halal 
industry. Indonesia and Malaysia are recognized as leaders in the halal industry, especially when 
integrating technological innovation. These countries are at the forefront of halal industry research 
with advanced business ecosystems, as noted by Baran (2021), Haleem et al. (2020), and Rusydiana 
(2023). According to Talib (2021), Malaysia and Indonesia are pivotal drivers of the global halal 
economy, serving as models for other countries. 
 

 

Figure 7. Distribution of publications by country 
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Although research on halal technological innovation is still new, the progress made by these 
two countries in several sectors of the halal industry is promising. These advancements highlight 
the dynamic nature of the halal industry and the importance of technological innovation for growth 
and sustainability. This progress not only benefits their domestic markets but also contributes to 
the global halal economy, setting benchmarks for other nations. 
 

Theoretical analysis 

 

Figure 8. Theory/model used in past studies 
 
In research exploring the integration of the halal industry and technological innovation, 

several prominent theories are frequently used to explain and analyze the observed phenomena (see 
Figure 8). The theory of planned behavior (TPB) is the most commonly applied theory and is featured 
in four studies. TPB, a social psychology theory, elucidates the connection between beliefs and 
behavior. This helps researchers understand how attitudes, subjective norms, and perceived 
behavioral control influence intentions and actual behavior, providing insights into the psychological 
factors driving industry players to adopt new technologies within the halal framework. 

Innovation diffusion and institutional theories are also prominent and appear in three 
studies. The diffusion of innovation theory focuses on the spread of new ideas and technologies 
through cultures, whereas institutional theory delves into the influence of social structures on 
organizational behavior. These theories are particularly valuable for understanding how 
technological innovations can be widely adopted in industries heavily influenced by religious norms 
and regulations, such as halal. 

Furthermore, the technology acceptance model (TAM) is employed in two studies. TAM 
concentrates on how users come to accept and use technology, emphasizing perceived usefulness 
and ease of use as the main factors determining technology acceptance. In the context of the halal 
industry, TAM is used to analyze industry players' perceptions of new technologies, assess whether 
they view them as beneficial and easy to use, and guide their decisions to adopt these technologies. 

In conclusion, the various theories used in research on the integration of the halal industry 
and technological innovation demonstrate a comprehensive approach to understanding technology 
adoption in this specific context. 

 
Technology in the halal industry: IoT, Blockchain, and AI 

The integration of technology in the halal industry is essential for improving efficiency, 
transparency, and sustainability in different sectors of the market. Technology provides creative 
solutions for important issues such as traceability, compliance, and supply chain management, as 
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the worldwide need for halal products increases (Alamsyah et al., 2022). Technologies such as IoT, 
Blockchain, and AI are crucial for maintaining the authenticity of halal products and services, as 
well as improving efficiency in industries such as food, pharmaceuticals, cosmetics, and tourism. 
For example, IoT solutions enable live tracking of halal supply chains, ensuring that each 
production stage meets halal guidelines from the farm to the consumer's plate. Blockchain increases 
consumer trust by ensuring transparency through the permanent record of every transaction and 
stage in the supply chain (Mohamed et al., 2020). Implementing artificial intelligence allows 
businesses to forecast market patterns, enhance operations, and streamline tasks, such as halal 
certification and quality control, ultimately decreasing errors and improving efficiency and 
precision (Ali et al., 2021; Wahyuni et al., 2024). 

Advanced technologies have been implemented in the food industry to meet the demands 
for stringent halal certification. Blockchain technology is extensively utilized in the halal food 
supply chain to monitor and authenticate the halal status of products throughout all stages from 
manufacturing to consumption. Along with tracking capabilities, AI also plays a vital role in quality 
assurance by detecting nonhalal components or pollutants in food items. Denyingyhot et al. (2021) 
explained how AI-based high-resolution melting analysis (HRMA) can promptly identify 
contamination, guaranteeing adherence to halal guidelines. In addition to the food industry, the 
halal pharmaceutical and cosmetic sectors utilize technologies such as AI and blockchain for 
ingredient verification, certification, and supply chain integrity to align with Islamic principles 
(Norazmi & Lim, 2015). 

Incorporating technology into the halal market is essential for promoting a sustainable halal 
ecosystem. The development of a sustainable halal market necessitates the following religious 
principles, as well as environmental and ethical standards: IoT and AI technologies improve the 
efficiency of halal supply chains by optimizing resource use, reducing waste, and enhancing the 
overall performance. Blockchain also contributes to sustainability by increasing transparency and 
accountability, guaranteeing that all participants in the halal supply chain will follow sustainable 
practices (Alamsyah et al., 2022). AI-powered platforms customize the travel journey for Muslim 
travelers in the field of halal tourism, as blockchain boosts the reliability of halal-compliant lodging 
and amenities. Finally, the extensive use of these technologies helps develop a sustainable halal 
market by maintaining halal standards, enhancing operational efficiencies, and building consumer 
trust in halal products and services (Battour et al., 2023; Tan et al., 2022). 

 
Opportunities and challenges of technological innovation in the halal industry 

Firms must recognize the various opportunities and challenges that technological innovation can 
present to the halal industry. Without a clear short-term plan, companies face the danger of 
ineffective technology integration and could miss out on the opportunity to fully embrace 
innovations, such as IoT, Blockchain, and AI, in the halal industry. Businesses must prioritize 
research, development, and investment in these technologies when the benefits exceed obstacles. 
Recognizing the possible dangers that could affect technology uptake will lead to improved 
preparation and seamless business changes. Table 2 summarizes the opportunities and challenges 
of technological advances in the halal sector, based on the key themes identified in the 54 articles 
examined. 
 

Table 2. Opportunities and challenges of technological innovation in the halal industry 

Sub Opportunities Challenges Reference 

Blockchain in Halal 
Industry 

Blockchain enhances 
transparency and traceability in 
the halal food supply chain. 

High cost and complex 
infrastructure needed for 
blockchain adoption. 

Wahyuni et al. 
(2024) 

Blockchain in Halal 
Supply Chain 

Sustainable blockchain 
framework improves 
transparency and trust in the 
halal food supply chain. 

Adopting blockchain in 
developing countries faces high 
costs and technology 
understanding. 

Ali et al. 
(2021) 
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Sub Opportunities Challenges Reference 

AI in Halal 
Tourism 

AI helps enhance Muslim-
friendly tourism by customizing 
services according to consumer 
needs. 

Lack of AI awareness and 
expertise in integrating AI into 
services for halal tourism. 

Battour et al. 
(2022) 

IoT and 
Blockchain in Halal 

Blockchain and IoT allow for 
better food traceability and 
quality control in the halal 
sector. 

High initial costs and lack of clear 
government regulations for full-
scale implementation. 

Tan et al. 
(2020) 

Halal Certification 
using DNA 

DNA-based approaches can 
authenticate halal status more 
effectively. 

Requires advanced lab 
technologies that are costly and 
inaccessible to small-scale 
producers. 

El Sheikha et 
al. (2017) 

Blockchain-
empowered 
Fashion 

Blockchain in the halal fashion 
industry improves authenticity 
verification, supporting global 
market growth. 

Technical expertise and 
infrastructure challenges in 
implementing blockchain for 
halal fashion traceability. 

Sumarliah et 
al. (2021) 

Blockchain and 
Halal Integrity 

Halal supply chain management 
with blockchain ensures 
integrity and certification 
compliance throughout the 
food chain. 

The challenge of managing a 
fragmented supply chain in halal 
food with limited technological 
adoption. 

Mohamed 
(2020) 

Halal in Global 
Market 

Blockchain and traceability 
enhance halal product 
competitiveness in global 
markets, increasing consumer 
confidence. 

Implementing blockchain globally 
can be restricted by regulatory 
differences and technological 
readiness across countries. 

Al-Kwifi et al. 
(2019) 

Halal 
Pharmaceutical 
Industry 

Technological advances open 
opportunities for halal 
pharmaceutical certification and 
increase global market reach. 

Complexities in halal 
pharmaceutical certification 
across countries create challenges 
for technology integration. 

Norazmi & 
Lim (2015) 

Analytical 
Technologies for 
Halal 

Analytical technologies verify 
the authenticity of halal foods 
and improve consumer trust. 

Adoption of these technologies is 
costly and may be difficult for 
smaller firms. 

Kua et al. 
(2022) 

Halal Meat 
Industry 

Multi-based quality function 
deployment models enhance 
the efficiency of halal meat 
supply chain and ensure halal 
integrity. 

Lack of standardization and high 
investment costs in adopting 
advanced technology within the 
halal meat industry. 

Vanany et al. 
(2019) 

Halal Certification 
Challenges 

Blockchain adoption enhances 
the halal supply chain's 
performance and competitive 
edge. 

Challenges in ensuring proper 
certification and technical 
alignment with halal standards in 
developing countries. 

Hendayani & 
Fernando 
(2022) 

Halal Tourism and 
Blockchain 

Blockchain and certification 
processes support sustainable 
halal tourism. 

Lack of clear guidelines for 
blockchain integration in halal 
tourism and high infrastructure 
costs. 

Bux et al. 
(2022) 

Halal SME and 
Innovation 

Innovation mindset and 
blockchain boost 
competitiveness and halal 
certification processes for 
SMEs in energy-intensive 
industries. 

Limited adoption due to high 
initial costs and lack of technical 
knowledge among SMEs. 

Jaaffar et al. 
(2024) 

Halal Food and 
Blockchain 

Blockchain ensures accurate 
tracking and transparency from 
farm to plate in halal food 
production. 

Resistance to adopting new 
technology and high costs of 
blockchain deployment in the 
halal food sector. 

Lubis et al. 
(2016) 

Halal Logistics in 
ASEAN 

Digitally-enabled logistics 
improve the performance of 
the halal supply chain in 

Fragmented logistics networks 
and inconsistent regulations 
across ASEAN nations make 
technological adoption difficult. 

Hidayat & 
Musari (2022) 
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Sub Opportunities Challenges Reference 
ASEAN, supporting regional 
market integration. 

Halal Food Supply 
Chain 

Blockchain traceability 
improves halal integrity 
assurance for the food industry, 
reducing contamination risks. 

The technological complexity of 
blockchain systems makes 
implementation challenging for 
less developed food industries. 

Azmi et al. 
(2020) 

Halal Industry Post 
Covid-19 

Digital technology adoption 
post-Covid-19 enhances the 
halal industry's capacity to 
adapt to changes and improve 
supply chain resilience. 

The challenge of managing 
technology integration in 
response to changing consumer 
preferences and post-pandemic 
shifts in the industry. 

Hidayat et al. 
(2022) 

 
Utilizing the IoT, blockchain, and AI in the halal industry brings about substantial 

challenges and opportunities. Integrating these technologies into existing halal processes poses a 
significant challenge because of their complexity and high costs, particularly for small- and 
medium-sized enterprises (SMEs) that are crucial to various industries in Indonesia. Numerous 
small and medium-sized enterprises (SMEs) may find it challenging to afford the necessary 
infrastructure and technical knowledge to integrate IoT and blockchain technologies, even though 
they provide advantageous long-term benefits (Tan et al., 2020). Furthermore, concerns regarding 
data privacy and security arise owing to the handling of significant amounts of sensitive data related 
to halal certification and supply chain tracking by blockchain and IoT systems. Another significant 
hurdle is ensuring that regulatory requirements are met, especially in nations where halal-certifying 
organizations may not have comprehensive regulations for incorporating these modern 
technologies (Agung et al., 2024). 

Nevertheless, there are many possibilities for growth. One key advantage of blockchain 
technology is its ability to increase transparency and traceability in the production of halal food, 
which is crucial in countries like Indonesia with a large Muslim population. By recording every step 
of the supply chain on a secure and unalterable ledger, companies can ensure the quality of halal 
products, maintain consumer trust, and meet religious standards (Wahyuni et al., 2024). AI can 
enhance effectiveness with predictive analytics, enabling businesses to optimize various operations, 
including supply chain management and customized customer services, particularly in halal tourism 
(Battour et al., 2023). In the digital era following the pandemic, e-commerce platforms utilizing AI 
and blockchain technology can provide halal businesses with more opportunities in the global 
market, boosting their competitiveness (Wang et al., 2022). 

To tackle these difficulties, halal companies must provide training for their employees to 
acquire the technical expertise needed to handle emerging technologies. This might require 
collaboration with schools and tech companies to develop specific initiatives. Additionally, halal 
enterprises may consider forming partnerships with technology companies and certification 
organizations to manage the challenges of meeting regulatory requirements and certification criteria 
(Ali et al., 2021). Gradually implementing projects in phases, beginning with pilot tests, can assist 
businesses in cost management and the early detection of issues before expansion. Searching for 
funding options such as government grants or private sector investments can help small and 
medium-sized enterprises reduce their financial strain. 

Governments in areas such as Indonesia have played a crucial role in this change. They 
ought to create favorable strategies that promote the adoption of technology by providing financial 
benefits, such as subsidies or low-interest loans, to help businesses with initial expenses (Rajiani et 
al., 2023). Businesses should have clear guidelines on data security and halal certification to 
confidently embrace new technologies. Collaborations between the public and private sectors have 
the potential to boost creativity and offer companies the support necessary to thrive in the evolving 
digital age. In conclusion, raising consumer awareness of the advantages of these technologies, 
especially in maintaining halal authenticity, can help encourage acceptance and boost the expansion 
of the industry (Azman et al., 2020). Through strategic investment, collaboration, and government 
support, the halal sector can realize the full potential of technological innovation and maintain its 
competitiveness and sustainability in the global market. 
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Future research 

Owing to the remarkable growth of the halal sector and its promising prospects, the incorporation 
of digitalization and technological advancements is unavoidable. Incorporating technologies such 
as IoT, blockchain, and AI is increasing transparency, traceability, and authenticity in halal 
products. Acknowledging the significance of these technologies, scholars and practitioners can be 
guided by a future research agenda grounded in the TCM framework (Theory, Context, 
Methodologies) (Kajol et al., 2022). 

Regarding Theory, future research should concentrate on creating thorough theoretical 
models that combine digital technologies with halal standards. This may mean expanding 
Technological Spillover Theory to include elements pertinent to the halal sector or developing 
fresh frameworks for handling the distinct needs of halal certification and adherence in a digital 
setting. Moreover, delving deeper into the theory of acceptance and use of technology (UTAUT) 
and the technology acceptance model (TAM) within the realm of halal product traceability and 
authenticity may offer valuable insights into how these theories relate to the adoption of IoT, 
blockchain, and AI technologies by halal consumers and producers. 

In this Context, it is crucial to conduct comparative studies in various regions to 
comprehend how cultural and regulatory factors impact the integration of digital technologies in 
the halal sector. Studying how digital technologies are utilized in different areas of the halal industry, 
such as halal food manufacturing, beauty products, medicines, and clothing, will provide a detailed 
understanding of the effects of digitalization on the wider halal ecosystem. 

In terms of methodologies, it is beneficial to continue using tools such as PRISMA for 
systematic literature reviews because they can assist in monitoring new trends, pinpointing areas 
for further research, and offering a thorough understanding of the current body of knowledge. 
Using a combination of qualitative methods, such as interviews, focus groups, and case studies, 
along with quantitative methods, such as surveys and experiments, will provide a more 
comprehensive understanding of how digital technologies are being adopted and their impact on 
the halal industry. Observing the impacts of digitalization on the halal industry through longitudinal 
studies that track technological adoption, consumer behavior, regulatory changes, and market 
dynamics over time can help identify trends and predict future developments. 
 

Conclusion 

The research shows a noteworthy rise in yearly publications from 2014 to 2024 within the realm of 
technology integration in the halal industry, demonstrating an increasing scholarly focus on this 
subject. The word cloud analysis also shows how technologies such as blockchain and IoT enhance 
the transparency and traceability of halal products and their significant impact on halal food, 
tourism, and supply chain industries. This study found that combining qualitative and quantitative 
methods effectively in researching the integration of the halal industry and technological innovation 
offers thorough insights. Indonesia and Malaysia, as key players in the halal sector, play a pivotal 
role in driving technological advancements in the halal industry, thus substantially impacting the 
global halal economy. We also found that the three most-used theories in the literature are the 
Theory of Planned Behavior (TPB), Innovation Diffusion and Institutional Theories (IDIT), and 
the Technology Acceptance Model (TAM), which collectively enhance the understanding of 
technology adoption in the halal industry. The results highlight the crucial role of technology in 
aiding the expansion and longevity of the halal sector and lay the groundwork for future studies to 
enhance the utilization of this technology using advanced strategies. 

From the conclusions drawn in this study, various important suggestions can be made 
concerning the opportunities and challenges of integrating technological advancements in the halal 
sector. Initially, it is crucial for enterprises, particularly small- and medium-sized ones, to put 
resources into capacity-building programs, such as employee training and partnerships with tech 
companies, to close the technical knowledge disparity. It is advisable to use a phased 
implementation approach to control expenses and mitigate the risks related to the integration of 
the IoT, blockchain, and AI technologies. Moreover, governments and regulatory bodies need to 
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actively develop favorable structures, provide financial benefits such as subsidies or grants, and set 
clear rules for data security and halal certification procedures. Public-private partnerships can also 
help drive innovation and encourage the use of these technologies within the halal industry. Finally, 
it is essential to raise consumer awareness of the advantages of these technologies in order to 
establish trust and promote widespread acceptance. 
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