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Abstract  

Purpose – This study aimed to investigate the impact of cyberattacks on 
customer loyalty and satisfaction in the context of Islamic banking, 
particularly focusing on recent cyberattacks on Bank Syariah Indonesia 
(BSI). 

Methodology – Respondents were chosen using purposive sampling and 
analyzed using Partial Least Square - Structural Equation Modelling (PLS-
SEM). 244 respondents participated in this study and were analyzed using 
SmartPLS 3.2.9 Software. 

Findings – The results showed that perceived vulnerability and perceived 
risk negatively influence customer satisfaction, while religiosity positively 
influences customer satisfaction. Religiosity also has a positive, direct effect 
on customer loyalty. Surprisingly, perceived severity did not show any 
significant influence on customer satisfaction after the cyberattacks. 

Implications –This study can be used by every bank in Indonesia to 
increase customer loyalty by minimizing the risk that customers might 
experience, especially in cybersecurity issues. 

Originality – This study contributes to the literature on customer loyalty 
after cyberattacks. This study incorporates the religiosity variable in 
combination with Protection Motivation Theory. Religiosity is expected to 
have a positive influence on both loyalty and satisfaction, as the research 
object is Bank Syariah, Indonesia, which offers Islamic financial products. 
Most customers choose Islamic banks because of the alignment of financial 
products with Islamic principles (Wijaya et al., 2020).  

 

 

Introduction  

As major players in the financial industry, banks face the greatest risk of cyberattacks because of 
their management of sensitive customer information and large financial assets. Data from Kost 
(2023) highlights that most banking cyberattacks aim to steal sensitive customer data. Common 
attack methods include malware, Distributed Denial of Service (DDoS) attacks, and Advanced 
Persistent Threats (APT). Cyberattacks, such as the 2016 Bangladesh Bank Heist, have caused 
significant financial losses worldwide, resulting in a $101 million loss (Maurer & Nelson, 2021), 
ransomware payments exceeding $1 billion in the United States (Cox, 2022), and a $10 million loss 
in Chile in 2018 (Zurkus, 2018). A recent cyberattack in May 2023 targeted Bank Syariah Indonesia 
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(BSI). The attack, conducted by the hacker group LockBit, compromised 15 million customer 
records, including names, addresses, phone numbers, account details, legal documents, and 
passwords (Pandagle, 2023). Initially, BSI attributed system outages to maintenance, failing to 
inform customers about the breach. The hackers demanded $20 million, whereas the BSI offered 
$10 million. Negotiations failed, leading to the release of customer data from the Dark Web.  

BSI is not the only Islamic bank targeted by cyber-attacks. In 2018, BankIslami in Pakistan 
suffered a $6 million loss, with over 8,000 credit card records stolen and sold online (Rewterz, 
2018). Islamic banks in the Middle East, including those in Saudi Arabia and the United Arab 
Emirates, have also faced frequent cyberattacks. In 2017, over 3.6 trillion cyber incidents were 
reported in these regions (Yazbeck, 2019). These cases highlight that Islamic banks are prime 
targets for cybercriminals, necessitating enhanced security measures, such as using Artificial 
Intelligence (AI) and advocating for stronger cybersecurity laws.  

Cyberattacks inevitably affect the customer satisfaction in the banking industry. Key factors 
influencing customer satisfaction include performance, privacy, and security issues (Khedmatgozar 
& Shahnazi, 2018). Among these, perceived security significantly affects customer trust 
(Hanafizadeh & Khedmatgozar, 2012). Trust can be evaluated from multiple dimensions, including 
transaction reliability, organizational integrity, information quality, and technological robustness 
(Qasaimeh et al., 2022). Addressing privacy and security concerns is essential for building customer 
trust, which in turn fosters loyalty (Al Batayneh et al., 2021; Qasaimeh et al., 2022). This study 
focuses on the impact of cyberattack on customer satisfaction, particularly in the context of Islamic 
banking. It also explores whether religiosity influences customer loyalty following cyberattacks. 
This study incorporates the religiosity variable in combination with Protection Motivation Theory. 
Religiosity is expected to have a positive influence on both loyalty and satisfaction, as the research 
object is Bank Syariah, Indonesia, which offers Islamic financial products. Most customers choose 
Islamic banks because of the alignment of financial products with Islamic principles (Wijaya et al., 
2020). Previous research has primarily addressed the impact of cyberattacks on stock performance 
(Nisa & Cahyono, 2024) and IT risk-mitigation strategies (Fitriani et al., 2023). However, previous 
studies have limitations when discussing user perceptions after a cyberattack incident. Sebayang et 
al. (2024) conducted research focusing on customer perceptions, but it was based on the 
Technology Acceptance Model (TAM) and was not linked to cyberattack incidents. Bajwa et al. 
(2023) also conducted research to investigate the impact of cyberattack awareness on customer 
trust and commitment in the Pakistani banking sector. This study seeks to fill this gap by 
investigating how customers perceive severity, risk, and vulnerability after such incidents. This 
study also aims to fill the research gap in previous studies, which have not examined this issue in 
the context of Islamic banking in Indonesia. In this study, we have an objective to predict what 
factors influence loyalty and satisfaction in the context of customers of Bank Syariah Indonesia.   

The study is organized into five sections: introduction, literature review, hypothesis 
development, research methodology, results, discussion, and conclusion. Theoretically, this study 
expands the literature on the relationship between customer loyalty and cyberattacks within Sharia-
based organizations. Practically, it offers insights for Islamic banks such as BSI to understand the 
key drivers of customer loyalty after cyberattack. Furthermore, the findings can guide governments 
in formulating robust cybersecurity legislation to protect customers, thereby ensuring that digital 
trust is preserved in the financial sector. 
 

Literature Review  

Cyberattacks 

Cyberattacks have become a critical issue in Islamic banking accounting, affecting financial 
reporting, risk management, and customer trust. In the case of BSI, recent cyberattacks have raised 
concerns about data security, financial disclosures, and internal control weaknesses, which are 
essential aspects of accounting and corporate governance. Such incidents can lead to financial 
misstatements, operational losses, and reputational damage, ultimately affecting customer 
satisfaction and loyalty. From an Islamic accounting perspective, cybersecurity breaches challenge 
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the principles of trust (amanah) and transparency (shariah compliance), which are fundamental to 
ensuring accurate financial reporting and stakeholder confidence. Therefore, addressing 
cybersecurity risks in Islamic banking accounting is crucial for enhancing internal controls, 
regulatory compliance, and financial stability in the sector. 

Cyberattacks include various types such as phishing attacks, malware, ransomware attacks, 
and data breaches. A data breach occurs when unauthorized parties access confidential information 
held by firms, causing financial and privacy harms to both employees and customers (Culnan & 
Williams, 2009). Failure to protect sensitive information damages a firm's reputation and negatively 
impacts customer relationships (Janakiraman et al., 2018; Perera et al., 2022). Cyberattacks and data 
breaches are categorized as service failures (Culnan & Williams, 2009), which are distinct from 
product failures. Product failures can be addressed through product guarantee procedures, which 
are typically resolved quickly (Chen & Jai, 2021).  By contrast, service failures require more time 
for detection, assessment, and recovery, making the process significantly more complex (Malhotra 
& Malhotra, 2011). Service failure recovery involves communicating the issue, addressing customer 
concerns regarding vulnerability and severity, issuing apologies (Janakiraman et al., 2018), and 
offering compensation (Greve et al., 2020). Service failures can worsen when publicly announced, 
particularly to customers (Rasoulian et al. 2023). In such cases, firms must invest additional effort 
in rebuilding customer trust and restoring relationships (Choi et al., 2016). Thus, data breaches are 
categorized as service failures, which may further damage customer relationships. 
Most previous studies have explored the organizational impact of data breaches, such as managerial 
responses (Herath & Rao, 2009) and market reactions (Rasoulian et al., 2023; Rosati et al., 2019). 
However, studies focusing on user perceptions remain limited. This study investigated the impact 
of cybersecurity breaches on user perceptions.  
 
Protection Motivation Theory (PMT) 

Protection Motivation Theory (PMT) explains the three components of a fear appeal, such as the 
severity level of danger occurring, the probability of the event occurring, and the protective 
response (Rogers, 1975). These components were interrelated and occurred sequentially. If an 
event is perceived as highly severe, protection motivation is likely to be triggered (Rogers 1975). 
Conversely, if an event is considered low in severity, protection motivation will not be activated. 
In contrast, if an event occurs and is considered to be of low severity, protection motivation will ll 
not appear. The PMT involves two cognitive mediation processes: threat appraisal and coping 
appraisal (Floyd et al., 2000). Threat appraisal assesses maladaptive behavior based on perceived 
severity and vulnerability. Once a threat is evaluated, coping appraisal evaluates the ability to 
manage danger through response efficacy or self-efficacy. 

Previous studies have used PMT as the underlying framework to investigate cybersecurity 
awareness across various countries. For instance, Kiran et al. (2025) examined cybersecurity 
behavior in Pakistan using PMT and found that perceived severity significantly influenced threat 
appraisal. Similarly, Jamil et al. (2024) applied PMT to analyze microbusiness owners' security 
behavior in Australia, while Mukhopadhyay and Jain (2024) explored strategies to mitigate 
cyberattacks in the Australian insurance sector. Following these prior studies, this research also 
employs PMT to predict individual cybersecurity behavior, particularly by focusing on threat 
appraisal mechanisms, such as perceived severity and perceived vulnerability.  

The PMT has been widely adopted in information security research (Prentince-Dunn & 
Rogers, 1986). Herath and Rao (2009) found that the PMT construct performs well in examining 
security behaviors. Thus, this study extends the application of PMT by investigating how these factors 
influence customer satisfaction in the context of cybersecurity threats in Islamic banking. 

 

Hypothesis Development  

Perceived vulnerability & perceived severity on customer satisfaction 

User vulnerability refers to customers’ likelihood of being exposed to a specific threat (Rogers, 
1975), while severity reflects the extent to which a security breach impacts or threatens their 
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financial and personal well-being (Chakraborty et al., 2016). Both factors play a crucial role in 
shaping customer perceptions of data security and privacy risks, particularly in the banking sector, 
where sensitive personal and financial information is stored and processed (Dang-Pham & 
Pittayachawan, 2015). When banks collect extensive customer data, the risks of unauthorized 
access, fraud, and misuse increase, making cybersecurity a critical concern. In the case of a severe 
cyberattack, customers may lose trust in the bank, blaming it for failing to uphold its responsibility 
for protecting confidential information. 

In the context of Islamic banking, cybersecurity risks take on an additional dimension 
related to the Shariah principles of trust (amanah) and transparency (mas'uliyyah). According to Hill 
and Sharma (2020), vulnerability arises when customers feel exposed to cyber threats beyond their 
control, which can lead to stress, uncertainty, and dissatisfaction (Baker et al. 2005). This is 
particularly relevant for Islamic banks, which operate based on ethical financial principles and are 
expected to prioritize customer welfare. Rasoulian et al., (2017) emphasized that information 
security is a fundamental obligation of financial institutions, and failure to provide adequate 
protection can significantly reduce customer satisfaction and loyalty (Rasoulian et al., 2023). For 
Islamic banks, ensuring robust cybersecurity measures is not just a matter of compliance, but also 
aligns with Shariah values of integrity and customer protection, reinforcing consumer confidence 
and long-term trust in the institution. Based on this argument, we hypothesized the following:  
H1: Perceived Vulnerability has a negative effect on customer satisfaction 

 
Each individual perceives the severity of a cyberattack differently (Chakraborty et al., 2016). 

Those with low cybersecurity awareness may be indifferent to the exposure of their personal 
information, whereas individuals with higher awareness may experience significant distress even if 
only basic data are compromised (Aivazpour et al., 2018). In the banking sector, particularly Islamic 
banking, where trust (amanah) is a core principle, perceptions of severity can directly influence 
customer satisfaction and loyalty. Greve et al. (2020) found that the severity of a breach significantly 
affects customer satisfaction because customers who experience greater financial or personal harm 
are more likely to lose trust in the institution. However, their study also highlighted that expressing 
remorse and offering compensation can help restore customer confidence and mitigate the negative 
effects of cyberattacks. For Islamic banks, addressing cybersecurity incidents transparently and 
ethically aligns with the Shariah principles of fairness and accountability, reinforcing consumer trust 
and long-term loyalty despite security challenges. Based on this argument, we hypothesize the 
following.  
H2: Perceived Severity has a negative effect on customer satisfaction 
 
Perceived risk on customer satisfaction  

Perceived risk can be defined as the trade-off between the expected output and potential loss 
associated with product or service usage (Featherman & Pavlou, 2003). Aivazpour et al. (2018) 
define perceived risk as a customer’s assessment of the probability of experiencing a negative 
outcome. Previous studies have examined perceived risk in various contexts such as digital payment 
(Kirmani et al., 2022), online shopping (Chang et al., 2016), and e-banking (Mulia et al., 2020). 
These studies consistently use perceived risk to predict its influence on customer satisfaction. If 
customers receive outcomes different from what they expect, their satisfaction tends to decrease 
(Riefel, 2022). In the context of Islamic banking, Rohman et al. (2021) found that system reliability 
and security are key factors influencing customer satisfaction, as Islamic banks operate under the 
principles of maqashid sharia, particularly the protection of wealth. Based on these findings, we 
hypothesize the following: 
H3: Perceived risk has a negative effect on customer satisfaction.  
 
Religiosity on satisfaction and loyalty  

Terms such as “religiosity” and “religion” are sometimes used interchangeably to describe the same 
concept, reflecting the regard, adoration, and conviction that individuals hold for a divine being 
(Souiden and Rani 2015). Religiosity can be defined as a person’s level of devotion and adherence to 
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divine rules (Suhartanto et al. 2020). Souiden and Rani (2015) described religiosity as an individual's 
commitment to their religion and its teachings, including the behaviors and attitudes that demonstrate 
this commitment. Individuals with high religious knowledge and practice base their decisions and 
actions on religious principles (Abou-Youssef et al. 2015). Thus, religiosity can shape an individual’s 
mindset and actions when multiple options are available (Yusfiarto et al. 2022).  

Research has found that religiosity affects both satisfaction and loyalty. Yusfiarto et al. 
(2022) found that religiosity positively influences satisfaction, but has no direct effect on customer 
loyalty. Koeswandana and Sugino (2023) emphasized the importance of religiosity in shaping 
customer attitudes and behaviors toward financial products and services. Suhartanto et al. (2020) 
find that individuals with higher levels of religiosity are more loyal to Islamic banks. Sutarso (2022) 
also finds that religiosity affects the usage of Islamic products. Setiawan et al. (2019) and Soma et 
al. (2017) demonstrate that religiosity directly influences customer loyalty.  

Religiosity plays a key role in shaping how customers feel and stay loyal to Islamic banks. 
Many people choose Islamic banking because it aligns with their faith-based values, such as 
avoiding riba (interest) and ensuring ethical financial practices. When an Islamic bank retains these 
principles, customers feel that their financial choices are not only beneficial but also spiritually 
meaningful, leading to greater satisfaction (Abror et al., 2022). At the same time, religiosity creates 
a deeper sense of trust and commitment, making customers more likely to stick with their banks 
(Monoarfa et al., 2024), even when faced with challenges such as cyberattacks. Instead of 
immediately switching to another bank, religious customers may believe that Islamic banks operate 
with integrity and take responsibility to address security issues. Research has shown that people 
with strong religious beliefs tend to remain loyal to brands or institutions that reflect their values 
(Suhartanto et al., 2020), and this also applies to banking. In the case of cybersecurity concerns, 
religiosity can help ease fears and maintain trust, reducing the likelihood of customers leaving even 
after a breach. Based on these arguments, we hypothesized that:  
H4: Religiosity has a positive effect on customer satisfaction 
H5: Religiosity has a positive effect on customer loyalty.  
 
Customer satisfaction on customer loyalty  

Satisfaction is crucial for maintaining long-term customer loyalty (Anderson & Sullivan, 1993). 
Satisfaction arises from comparing expectations with actual experiences (Geyskens & Steenkamp, 
2000). Highly satisfied customers tend to share positive information, whereas dissatisfied 
customers are more likely to share negative experiences (Aisyah, 2018). Ahmed et al. (2021) noted 
that maintaining trust and customer loyalty is an ongoing challenge in Islamic banks. 

Research has shown that satisfaction positively affects loyalty. Sulaiman et al. (2021) find 
that loyalty is strongly influenced by customer satisfaction in the context of non-interest banks in 
Nigeria. Alnaser et al. (2018) discovered that satisfaction significantly affected customer loyalty in 
Malaysian Islamic banks. Based on these arguments, we hypothesize the following. 
H6: Customer satisfaction has a positive effect on customer loyalty. 
  

Research Methods  

Sample selection 

Purposive sampling was used to select respondents based on several criteria: (a) Indonesian 
nationality, (b) Muslim, and (c) users of BSI during the cyberattack period. These criteria were 
chosen to align with this study's objective of investigating the determinants of customer loyalty 
among BSI users. The focus on Muslim respondents is due to the fact that the majority of BSI's 
customers are Muslim. In addition, selecting respondents who used BSI during the cyberattack 
period allowed us to assess both the severity and vulnerability experienced during this time. The 
questionnaire was designed using Google Forms and distributed via popular social media platforms 
such as WhatsApp and Instagram, which are widely used by potential respondents (Sunarmo & 
Majid, 2024). Following Hair et al. (2019), the minimum sample size should be five times the 
number of indicators. With 27 indicators in this study, the minimum sample size is 135. Our final 
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sample consisted of 244 respondents, the majority of whom were female (63.25%), Gen Z 
(74.18%), and had at least a Bachelor’s degree (67.26%). 
 

Table 1. Respondents demographic 

Constructs Frequency Percentage 

Gender     
Male 89 36,75% 
Female 155 63,25% 

Age     
17-27 181 74,18% 
28-43 57 23,36% 
44-59 4 1,65% 
>60 2 0,81% 

Educational Level     
High School 7 2,87% 
Bachelor 165 67.62% 
Master 67 27,45% 
Doctoral 5 2,06% 

Source: Data processed by Authors 

 
Variable measurement  

This was a quantitative study using a survey method. The questionnaire uses five scales ranging 
from strongly disagree to strongly agree. Measurements for each variable were adopted and 
modified from several previous studies. Perceived severity and vulnerability were adopted from 
Chen and Jai (2019). Religiosity is adopted from Rahim et al. (2016) and Utomo et al. (2020). 
Perceived risk and customer satisfaction were adopted from Riefel (2023) and Chakraboty et al., 
(2016). Customer loyalty adopted from (Zeithaml, 1988).   

 
Data analysis  

This study used the Partial Least Square - Structural Equation Modelling (PLS-SEM) method and 
used SmartPLS 3.0 software. We follow Koeswandana and Sugino (2023) to follow the statistical 
steps of the PLS-SEM method. We chose PLS-SEM instead of another method such as covariance-
bt Based – Structural Equation Modelling (CB-SEM), because we think PLS-SEM is more suitable 
for predicting the determinants of customer loyalty and satisfaction. According to Dash and Paul, 
(2021), CB-SEM is more suitable for confirming or testing this theory. In this study, we have an 
objective to predict what factors influence loyalty and satisfaction. According to Hair et al. (2017), 
SEM requires both measurement and structural models. The measurement model tests validity and 
reliability, while the structural model tests the proposed hypothesis. Moreover, this study also uses 
the PLSpredict approach, with a focus on customer loyalty as the main target. This study also 
conducted a robustness test using nonlinearity criteria based on Sarstedt et al. (2020).  
 

Results  

Measurement model  

The first step of the measurement model was to test the outer loading of each instrument. According 
to Hair et al. (2019), the value of the outer loading is perfect if greater than 0,7. Even though the 
perfect value is greater than 0,7 Hair et al. (2019) still allow to use of the outer loadings if the value is 
between 0,5 and 0,7. Based on this theory, we eliminated only the indicators that had outer loading 
values lower than 0,5. The items to be dropped are PV1, PV2, PV3, and PV7. Table 2 presents the 
results of both the validity and reliability tests after dropping the items that did d not meet the criteria. 
Table 2 also presents the values of Cronbach’s alpha (CA), composite reliability (CR), and Average 
Variance Extracted (AVE). The minimum value needed to be fulfilled for CA and CR is 0,7 while 
for AVE is 0,5 (Hair et al., 2019). Our results show that all the variables fulfill these requirements.  
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Table 2. Measurement Model 

Indicator Loadings Factor 

Perceived Severity  CA:0,764 CR:0,857 
AVE:0,670 rho_A: 1,036 

PS1: I believe cyberattack is a serious problem that will invade my 
privacy  

0,702 

PS2: It is a serious issue if my personal information is compromised 
by a cyberattack 

0,794 

PS3: I believe that identity theft caused by cyberattacks is a serious 
problem  

0,941 

Perceived Vulnerability  CA:0,748 CR:0,858 
AVE:0,676 rho_A: 0,821 

PV4: Cyberattack news makes me feel exposed  0,602 

PV5: Cyberattack news makes me feel threatened 0,916 

PV6: Cyberattack news makes me feel vulnerable   0,910 

Perceived Risk CA:0,842 CR:0,904 
AVE:0,760 rho_A: 0,949 

PR1: If a service company where I store my data faced a cyber 
incident, it would be a serious problem for me 

0,537 

PR2: Customers’ information stored by BSI is not safe 0,707 

PR3: Customers are vulnerable if BSI faces incidents of cyberattacks  0,940 

Religiosity CA:0,884 CR:0,900 
AVE:0,512 rho_A: 0.918 

R1: I believe Allah who determines destiny  0,517 

R2: I believe and feel comfortable with my religion  0,701 

R3: I always fulfill my obligation to Allah  0,641 

R4: I always avoided haram earnings  0,650 

R5: I understand about the halal concept  0,634 

R6: I allocated my time to religious activity   0,820 

R7: Religion influences all of my decision  0,733 

R8: I spent my time to study about my religion  0,739 

R9: Religion is very important because it can answer all of life's 
problems.  

0,738 

R10: I contribute financially to my religion.   0,701 

Customer Satisfaction CA:0,914 CR:0,946 
AVE:0,853 rho_A: 0,917 

CS1: I will recommend my friend and my colleagues to use BSI  0,921 

CS2: I will recommend BSI because it is a safe place to save our data  0,916 

CS3: Based on my experience, I will recommend BSI   0,935 

Customer Loyalty  CA:0,962 CR:0,971 AVE: 
0,869 rho_A: 0,965 

CL1: After the cyberattack occurs, I will say positive things about BSI  0,898 

CL2: After a cyberattack occurs, I will recommend BSI to the other  0,963 

CL3: After a cyberattack occurs, I will encourage my friends and 
colleagues to use BSI  

0.949 

CL4: After a cyberattack occurs, I consider BSI as the first option to 
save money  

0,929 

CL5: After a cyberattack occurs, I will keep using BSI in the future.  0,922 

Source: Data processed by Authors 

 
After testing and eliminating the outer loading that did not meet the criteria, the next step 

was to conduct discriminant validity, such as the Fornell-Larcker and Heterotrait-Monotrait 
(HTMT). Fornell Larcker must show that the value of correlation for each variable must be greater 
than that for other variables (Fornell & Larcker, 1981). While the minimum value of HTMT is 0,9 
(Henseler et al., 2015). Our study fulfills all these requirements, as shown in Tables 3 and 4.  
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Table 3. Fornell Larcker 

Variables Loyalty  Religiosity  Risk  Satisfaction Severity  Vulnerability 

Loyalty  0,932      
Religiosity  0,493 0,691     
Risk  -0,090 0,108 0,747    
Satisfaction 0,700 0,544 -0,090 0,924   
Severity  -0,181 -0,462 0,003 -0,267 0,818  
Vulnerability -0,202 -0,352 0,037 -0,289 0,519 0,822 

Source: Data processed by Authors 

 
The Fornell-Larcker table shows that the correlation of each variable is greater than the 

correlation between the other variables. For example, the value of the correlation between loyalty 
and loyalty is 0,932 and greater than any other variable’s correlation such as religiosity, risk, 
satisfaction, severity, and vulnerability. This means that there was no multicollinearity problem in 
this model. 

 
Table 4. HTMT 

Variables Loyalty Religiosity Risk Satisfaction Severity Vulnerability 

Loyalty        
Religiosity  0,456      
Risk  0,103 0,206     
Satisfaction 0,743 0,541 0,084    
Severity  0,178 0,558 0,170 0,277   
Vulnerability 0,229 0,406 0,110 0,342 0,649  

Source: Data processed by Authors 

 
According to Henseler et al. (2015), the maximum value of HTMT is 0,9. Table 4 shows 

that all the HTMT values meet the criteria, which is lower than 0,9. This result indicated that the 
model had discriminant validity.  
 
Structural model  

 
Figure 1. Hypothesis result 

Source: Authors (2025) 
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The result shows that the value of R2 for customer loyalty is 0,504 and that R2 for customer 
satisfaction is 0,317. This means that 50,4% of customer loyalty is explained by customer 
satisfaction and religiosity, and the other 49,6% is explained by other variables. In addition, for 
customer satisfaction, 31,7% was explained by perceived vulnerability, perceived severity, and 
perceived risk, and the other 68,3% was explained by other variables. Hair et al. (2017) stated that 
if R2 >0,5 it means the study is substantial, whereas if R2 >0,25 is moderate. Figure 1 presents the 
results of the hypothesis testing, indicating that H1, H3, H4, H5, and H6 are supported. H4, H5, 
and H6 are positively significant at 0,01 level. H1 and H3 were negatively significant at 0,05 and 
0,1 levels. H2 is unsupported because its p-value is greater > 0,1. For a better explanation, we 
provide details of the hypothesis testing in Table 7.  

 
Table 5. Effect size and multicollinearity 

Construct Relationship  f2 VIF 

SAT → CL   0.540 1,420 
PV → SAT  0,014 1,405 
PS → SAT  0,002 1,559 
PR → SAT  0,030 1,019 
R → SAT  0,326 1,322 
R → CL  0,036 1,420 

Source: Data processed by authors 
 

Cohen’s f2 was used to identify the influence of each variable on the model. According to 
Hair et al. (2017), Cohen’s f2 is categorized as large if it is 0,35 or higher, medium if it is 0,15, and 
low if the value is 0,02. Table 5 shows that f2 is between 0,002 – 0,540. According to Hair et al. 
(2017), the threshold for the variance inflation factor (VIF) was lower than 5. Our results show 
that VIF fulfills the VIF threshold.  

 
Table 6. PLS predict output 

Construct 
PLS-SEM LM 

RMSE MAE Q2 RMSE MAE Q2 

CL1 1,004 0,857 0,139 0,923 0,772 0,273 
CL2 1,036 0,864 0,178 0,936 0,785 0,328 
CL3 0,974 0,829 0,232 0,922 0,773 0,312 
CL4 1,010 0,837 0,236 0,931 0,788 0,350 
CL5 0,934 0,765 0,208 0,934 0,766 0,208 

Source: Data processed by authors 

 
We also performed predictive relevance using Stone–Geisser’s Q2. It can be used as a 

reference to predict the relevance between the independent and dependent variables (Hair et al., 
2017). The minimum threshold is 0. In this study, the results of Q2 fulfilled the threshold (> 0). 
This indicates that our model has predictive relevance and that the observed values have been 
properly reconstructed. Table 6 presents the results.  

 
Table 7. Hypothesis testing 

Hypothesis  Original sample P-Value Decision 

H1: PV – SAT  -0,116 0,033** Supported 
H2: PS – SAT  0,042 0,301 Not supported 
H3: PR – SAT  -0,144 0,079* Supported 
H4: R + SAT  0,583 0,000*** Supported 
H5: R + LOY 0,518 0,000*** Supported 
H6: SAT + LOY 0,614 0,000*** Supported 

Source: Data processed by authors 
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Robustness test 

We also conducted a robustness test to ensure that the model is robust. For the robustness test, 
we use the nonlinearity criteria recommended by Sarstedt et al. (2020). According to Hair et al. 
(2019), when the relationship between two constructs is nonlinear, the size effect depends not only 
on the exogenous construct but also on its value. Moreover, this study added quadratic effects to 
the model. The result of the quadratic effects can be seen in Table 8, which indicates that there is 
no significant relationship between those variables in terms of the robustness test. This insignificant 
result can be explained by evidence of the robustness of the linear effects (Sarstedt et al., 2020).  

 
Table 8. Robustness test 

Hypothesis  P-Value 

H1: PV – SAT  0,073 
H2: PS – SAT  0,541 
H3: PR – SAT  0,224 
H4: R + SAT  0,000 
H5: R + LOY 0,000 
H6: SAT + LOY 0,000 
Quadratic Effect 1 (H1) 0,108 
Quadratic Effect 2 (H2) 0,300 
Quadratic Effect 3 (H3)  0,555 
Quadratic Effect 4 (H4) 0,106 
Quadratic Effect 5 (H5) 0,147 
Quadratic Effect 6 (H6) 0,150 

Source: Data processed by Authors 

 

Discussion 

The results indicate that perceived severity does not significantly influence customer satisfaction 
after cyberattacks. This suggests that Islamic bank customers assess security incidents differently. 
They may prioritize other factors, such as trust in the institution, ethical responsibility, and service 
recovery efforts. Given that an Islamic bank is built on the principle of transparency and 
responsibility, customers may expect banks to take corrective action rather than immediately lose 
trust by being dissatisfied. Future studies could explore additional factors to gain a better 
understanding of how Islamic banks’ customers respond to cyberattacks. 

Our unsupported hypothesis was based on the premise that the information users provide 
to banks is critical; therefore, a cyberattack on these banks would be perceived as more severe. 
However, in this study, perceived severity was not found to have a significant relationship with 
customer satisfaction, suggesting a low level of technology security awareness among the 
respondents. We believe that in Indonesia, awareness of technological security remains relatively 
low. This argument is supported by a study conducted by Amin et al. (2021), who found that 
technology awareness and privacy concerns are still low in Indonesian society. Insufficient 
knowledge of technology leads to underestimation of the potential impact of cyberattacks 
(Aivazpour, 2018). Several factors may contribute to this lack of awareness, including limited 
exposure to serious cyber threats and a cultural tendency to prioritize convenience over security  
(Ernita et al., 2022).   

Our results indicate that perceived vulnerability and perceived risk have a negative effect 
on customer satisfaction following cyberattacks on BSI. This suggests that a higher level of 
perceived vulnerability and risk leads to a lower level of customer satisfaction after a cyberattack. 
When customers feel vulnerable to cyberattacks and believe that they have little control over their 
personal information, they can create negative emotions and stress (Baker et al., 2005), leading to 
dissatisfaction. Similarly, when customers perceive technology to be risky, their satisfaction 
decreases. This finding is consistent with Protection Motivation Theory (PMT), which posits that 
threat appraisal, such as perceived vulnerability, is used to assess maladaptive behavior. Maladaptive 
behaviors such as cyberattacks violate social norms (Oostdam et al., 2019). Cyberattacks can be 
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categorized as maladaptive because they violate social norms. Therefore, our results support the 
PMT hypothesis that perceived vulnerability is a key factor in the evaluation of cyberattacks. 

Our study also revealed that customer satisfaction positively influences customer loyalty 
after BSI cyberattacks, indicating that greater customer satisfaction results in greater customer 
loyalty. Satisfaction occurs when a customer’s actual experience meets or exceeds expectations 
(Geyskens and Steenkamp 2000). When banks provide reliable services, quick responses, and 
strong security, customers feel satisfied and are more likely to remain loyal while sharing positive 
experiences with others. Word of mouth can enhance a bank’s reputation and attract new 
customers (Aisyah, 2018). This finding aligns with those of previous research (Alnaser et al., 2018; 
Amin, 2016; Sulaiman et al., 2021). For instance, Sulaiman et al. (2021) demonstrated that in the 
context of non-interest banks in Nigeria, customer loyalty is strongly affected by satisfaction. 
Alnaser et al. (2018) found that satisfaction positively influences customer loyalty in Malaysian 
Islamic banks, whereas Amin (2016) showed that e-customer satisfaction significantly affects 
customer loyalty. 

Religiosity also positively affects customer satisfaction and loyalty after BSI. This result is 
consistent with that of several previous studies (Setiawan et al., 2019; Soma et al., 2017; Yusfiarto 
et al., 2022). A higher level of religiosity leads to higher levels of customer satisfaction and loyalty 
even after a cyberattack on BSI. This finding is logical, as customers with high religiosity tend to 
have a more positive and stable outlook on life, value tolerance, and forgiveness and are committed 
to Islamic values (Dinh et al., 2022). These qualities help them overcome the negative impacts of 
cyberattacks and remain loyal to BSI. Furthermore, as BSI is the largest Islamic bank in Indonesia, 
people with high religiosity are more likely to remain loyal to BSI due to the lack of alternative 
Islamic banking options in the country.  

This study contributes to the literature by expanding our understanding of how 
cyberattacks affect customer satisfaction and loyalty in Islamic banking. Previous studies have 
primarily focused on stock performance (Nisa & Cahyono, 2024) and IT risk mitigation strategies 
(Fitriani et al., 2023), which integrate Protection Motivation Theory (PMT) with religiosity to 
explore customer perceptions after a cyberattack. By incorporating perceived severity, risk, and 
vulnerability, this study introduced a new framework for assessing customer trust and loyalty in the 
wake of cybersecurity breaches. Additionally, this research extends the application of PMT to the 
financial sector, particularly in the context of Islamic banking, where religiosity is anticipated to 
significantly influence customer reactions to security breaches.  

For Islamic banking practitioners, this study highlights the urgent need to strengthen 
cybersecurity infrastructure through advanced technologies, such as Artificial Intelligence (AI), 
machine learning, and blockchain, to enhance data protection. Banks should also implement 
transparent crisis communication strategies to maintain customer trust after cyber incidents. These 
findings emphasize the importance of cybersecurity awareness programs for customers, as lower 
awareness can lead to greater vulnerabilities. Additionally, regulators should consider enhancing 
cybersecurity legislation to align with international standards, ensuring that Islamic banks are well 
protected against evolving cyber threats. By addressing these issues, Islamic banks such as Bank 
Syariah Indonesia (BSI) can improve customer satisfaction, strengthen loyalty, and sustain long-
term trust in their financial services. 
 

Conclusion  

This study investigated the impact of cyberattacks on customer loyalty and satisfaction in Islamic 
banking, focusing on recent cyberattacks on Bank Syariah, Indonesia (BSI). The findings indicate 
that perceived vulnerability and perceived risk negatively influence customer satisfaction, whereas 
religiosity has a positive impact on both customer satisfaction and loyalty. Interestingly, perceived 
severity did not significantly affect customer satisfaction after cyberattack. These results highlight 
the importance of religiosity in shaping customer responses to cybersecurity threats in Islamic 
banking, where trust (amanah) and ethical compliance (shariah compliance) play crucial roles in 
maintaining customer relationships. Customers who value Islamic financial principles tend to 
remain loyal as long as banks uphold their ethical values, integrity, and transparency. From a 
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practical perspective, this study offers valuable insights for banks in Indonesia, particularly Islamic 
banks, to enhance customer loyalty by minimizing cybersecurity risks and reinforcing their 
commitments to ethical banking practices. These findings contribute to the literature on customer 
loyalty in the context of cyberattacks and support previous research by Yusfiarto et al. (2022), 
Rasoulian (2023), and Riefel (2023), while contradicting Greve et al. (2020) regarding the role of 
perceived severity. In conclusion, this study shows that maintaining security, transparency, and 
ethical responsibility is essential for Islamic banks to sustain customer trust and loyalty even in the 
face of cybersecurity threats. 

Islamic Banking practitioners should focus on customer data security to enhance their 
satisfaction and loyalty. For regulators, to the best of our knowledge, Indonesian law about 
cybercrime is not as good as that of other developed countries such as the United States of America 
or several countries in the Middle East. Our study has some limitations. This result might not be 
generalizable to other countries, especially developed ones. According to Amin et al. (2021), 
technology security awareness in Indonesian society is still low. Meanwhile, Aviazpour (2018) 
stated that lower technology security awareness leads to lower severity levels during cyberattacks. 
With the rise of digital banking, examining the role of financial technology (fintech) in enhancing 
cybersecurity in Islamic banking is essential. Future studies could also analyze customers’ 
perceptions of security measures and their willingness to adapt to stricter cybersecurity protocols. 
Furthermore, case studies on cybersecurity breaches in Islamic banking can offer deeper insights 
into vulnerabilities and preventive strategies. 
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