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Abstract

Immigration data form a substantial part of the der
protection between countries. However, the quality
and integrity of each country’s immigration data
varies greatly in terms of technology and regulatia
country that has a weak a legal framework on data
protection has proven to be easily abused by
irresponsible parties. Including when Indonesiasri

to carry out tracing by synchronizing the data et
Peduli Lindungi application with immigration data,
there will be a potential violation of the privagghts

of individuals. Hence, this study applies a nornvti
and empirical (mix) legal research methodology to
analyze two keys issues: what are the advantages of
synchronizing the domestic tracing application edll
Peduli Lindungi to the immigration data? and what
kind of legal framework to prevent the misuse of
personal data in Indonesia? With regulatory and
comparative approaches, this study concludes withou
powerful legal framework, there will be no legal
assurance to the promotion of privacy rights in the
synchronization and the use of immigration data for
health tracing purposes. From the empirical side,
Indonesian’s current policy does not enable
monitoring or evaluating authority to scrutinize
ministerial activities in collecting and utilizing
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A. Introduction

The Covid-19 pandemic has caused fundamental changes to human life. @Qugsider
the high level of infection, the WHO has recommended limiting e Df people's
movements in each regidnn its study, the WHO stated that the regional restrictive policy
must be accompanied by risk mitigation that was carried out systenyagiodlroutinely*

The recommendations from the WHO were greeted with policiedniosa all
countries by tightening international travel inflows, carrymg tracing, and quarantine
obligations for domestic and international visitdid/ith the modalities of technology,
information systems have now been widely used to easily monitoflaiweof human
movement from one place to anotAdris tracing system has been very useful for tracing
the origin of the spread of the virus easily and accurately.

Especially in developed countries, the tracing system has bednngmhwith their
immigration system& With this means, mapping the spread of the virus on a largeiscal
easy to know. As we know, the Covid-19 virus was thought to have origimadhan,
China. This virus has grown and spread transborder in many countriegatikes and
supervision of the movement of international travelers is very immportdence, the
immigration system plays an important role to uncover the spread of the virus.

Of course, an immigration system is very much needed in monitandgtaking
action to prevent the spread of the virus. However, immigrationislaery vulnerable to
be hacked or used for irresponsible actidEspecially in Indonesia, there have been
several times where data breaches have occurred, given theceabsé more
comprehensive legal regulations regarding data protection. In 2021, discasered that

3 Anita Suleiman and others, “Use of Movement Resitmis during an Outbreak of COVID-19 in
Selangor, Malaysia " (2021) 12 Western Pacific 8iilance and Response 1, 1-2.

4 WHO, “Risk-assessment Approach to the Implemematdf Risk Mitigation Measures for
International Travel” (2020).

5 Robert Steffen, Stephan Lautenschlager dan Jan Fatavel Restrictions and Lockdown during
the COVID-19 Pandemic - impact on notified infeaSodiseases in Switzerland” (2020) 27 Journal of
Travel Medicine 1, 1-2.

6 Lama Bou-Karroum and others, “Public Health efext Travel-related Policies on the COVID-19
Pandemic: A Mixed-methods Systematic Review” (2023)Journal of Infection 413.

7 Michel Walrave, Cato Waeterloos dan Koen Ponnatdption of a Contact Tracing App for
Containing COVID-19: A Health Belief Model Approdcf2020) 6 JMIR Public Health and Surveillance.

8 Hye Young Choi dan May Sudhinaraset, “AnalysisAttftudes About COVID-19 Contact Tracing
and Public Health Guidelines Among Undocumented ignamts in the US” (2021) 4 JAMA Network
Open.

® OECD, “Tracking and Tracing COVID: Protecting Rty and Data while using Apps and
Biometrics” (OECD Policy Responses to Coronavir@820).
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the data contained in thifeeduli Lindungiapplication, an application used for tracing all
people in Indonesia, was leaked to the dark #eb.

To this day, Indonesia does not have legislation that comprehensivebntpes
data protectiond! The absence of a data protection agency as an independentsargervi
unit related to data protection guarantees carried out by both paivéteublic entities and
provides recommendations and/or sanctions in the event of fundameraéibm®lof data
protection rights.

This research explains the latest developments of a tragstens for the spread of
the Covid-19 virus, which currently must be integrated with the imtnogralata system.
Of course, this development needs to be addressed in a normative rifaneaed from
the perspective of legislation, Indonesia does not yet have anwlsig@cs guaranteeing
data protection. The process of synchronizing data in protecting andctiprgpte
immigration data has the potential to cause data leakage. Hanites iresearch, legal
recommendations will be given to prevent data leakage and violations of privacy rights.

B. Problem Formulation
As a limitation on the scope of the study in this study, two proldemulations will
be used:
1. What are the advantages of synchronizing the domestic tracing #pplicalled
Peduli Lindungito the immigration data system?
2. What kind of legal framework is in place to prevent the misuspecfonal data in

Indonesia?

C. Methodology

This research applied mix legal research, which is a combmafi doctrinal and
socio-legal researck Thus, this research data sources are taken from primary and
secondary data. Primary data was conducted by interviewing the iatimigauthorities in

Indonesia to find the empirical conditions of the development of the immigratie@nsist

10 Soumik Ghosh, “2 Data Leaks Reported in Indonesi@OVID-19 Tracking Apps” (2021)
<https://www.govinfosecurity.com/2-data-leaks-rapdrin-indonesias-covid-19-tracking-apps-a-17478>
accessed April 2, 2022; “Kominfo Ministry Sharesi@uto Safely Using Peduli Lindungi App - News
En.Tempo.Co” (2021) <https://en.tempo.co/read/130MKominfo-ministry-shares-guide-to-safely-using-
Peduli Lindungi-app> accessed April 2, 2022.

1 Teguh Karo, Rizky Prasety®engaturan Perlindungan Data Pribadi di IndonegMusa Media
2020) 119-128.

12 Khadijah Mohamed, “Combining Methods in Legal Resa” (2016) 11 The Social Sciences 5191
5194-5196.
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Indonesia. In addition, interviews were also conducted with a teaxpefts familiar with
the legislative process of drafting laws on data protection.

Secondary data was obtained from legal materials, both prireacgndary, and
tertiary. Primary legal materials consist of: Law No. 112608 on Information and
Electronic Transaction, Law No. 6 of 2011 on Immigration, and Decrdeed¥linister of
Communication and Information No. 171 of 2020 on the Determination oP&ukili
Lindungi application in the Context of Implementing Health SurveillanceHandling
Corona Virus Disease 2019 (Covid-19). For comparative measurestutis also used
primary materials from the South Korean Personal Information &ateAct of 2011 and
its amendments.

Primary data and secondary data obtained in this study wargad systematically
and analyzed. Descriptive and qualitative analysigas carried out in this combined
research using normative and empirical (sociology) by explaimirdgtail and depth to
uncover events that occurred and to seek the meaning of the values contained‘therein.

D. Discussion and Results

This research was aimed at providing legal arguments to addressxam legal
issues related to: (1) the advantages of synchronizing the dortresing application
called Peduli Lindungito the immigration data system; and (2) issues relatedetiad |
framework to prevent the misuse of personal data in Indonesia. Hertbés part of the
research, the researchers start to explain the importamecenigration data as well as its
possible utilization for health tracing purpose. As such, this gtualyides legal analysis
to address the legal issues related the current Indonesiaatoegdtamework whether in
its application and in the immigration data system and healtimgragstem to strengthen

the protection of privacy rights or vice versa.

1. The Importance of Immigration
Globalization is one of the main factors that encourages the mavesh@eople

from one region to anothét Moreover, regional regimes such as the European Union and
ASEAN provide an easy environment for the movement of people, goods rarckse

13 Philip Langbroek and others, “Methodology of Leddsearch: Challenges and Opportunities”
(2017) 13 Utrecht Law Review 1 7-8.

4 Mukti Fajar dan Achmad Yuliantdpualisme Penelitian Hukum Normatif & Empir{®ustaka
Pelajar 2015) 283.

15 Stephen Castles, “Migration and Community Fornmatioder Conditions of Globalization” (2002)
36 International Migration Review 1143, 1148-1155.
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capital, and finance among member counti¥e&his practice further increases the number
of people moving, which is generally still dominated by economic motives.

Freedom of movement from one region to another is fundamentallyngeedaby
human rights jurisprudence. This right has been universally redgulatder human rights
treatiest’ Article 13 (1) of the Universal Declaration on Human Rights aptae that
“everyone has the right to freedom of movement and residence withivotders of each
state.®® This provision guarantees everyone freedom of movement without angrda
within the internal borders of stat&sThey may choose their place of residence within
state without barrier. A government may establish policies tigmge special territories
to maintain orderliness.

Freedom of movement is not given to individuals to move only within #te but
also to another state. The provisions of article 13 (2) clatifialeveryone can leave any
country and return their home country at any tfi€he language of this provision also
ensures that everyone also have the right of rétutrmay also entitle a person to come to
the country for the first time if they were born outside coufftry.

Since it is a derogable right, state may establish policie®strict the rights to
freedom of movement. Such restrictive measures must be in accerdéh the article 12
(3) of International Covenant on Civil and Political Right&uch measures must consider

16 Didier Bigo, “Immigration Controls and Free Movemein Europe” (2009) 91 International
Review of the Red Cross 579, 579; Sofia Vasilopowan Liisa Talving, “Opportunity or threat? Public
attitudes towards EU Freedom of Movement” [202@urdal of European Public Policy 805, 805-806; J
Portes, “Labour mobility in the European Union"Steven N Durlauf dan Lawrence E Blume (éid)e New
Palgrave Dictionary of Economid®algrave Macmillan 2015); Flavia Jurje dan Sandreenex, “ASEAN
Economic Community: What Model for Labour Mobility?2015) 2015/02.

7 Francesca De Vittor, “Nationality and Freedom ofwdment” in Serena Forlati dan Alessandra
Annoni (ed),The Changing Role of Nationality in Internationavi(Routledge 2013), 96.

18 Universal Declaration of Human Rights 1948.

19 Rosalyn Higgins, “The Right in International Lawan Individual to Enter, Stay in and Leave a
Country” (1973) 49 International Affairs 341.

20 Universal Declaration of Human Rights (n 18) &¢1).

21 Hurst HannumThe Right to Leave and Return in International Laavd Practice(M Nijhoff 1987)
189; The wording of article 12, paragraph 4, doesdistinguish between nationals and aliens (‘ne’on
Thus, the persons entitled to exercise this rigit be identified only by interpreting the meanirfgthee
phrase ‘his own country’. The scope of ‘his own miny' is broader than the concept ‘country of his
nationality’. It is not limited to nationality in formal sense, that is, nationality acquired athbor by
conferral; it embraces, at the very least, an iddial who, because of his or her special ties tol@ms in
relation to a given country, cannot be consideedéd a mere alien. Since other factors may in icerta
circumstances result in the establishment of ciogkenduring connections between a person andrdrgpu
States parties should include in their reportsrmftion on the rights of permanent residents tarneto
their country of residence.; UN Human Rights Coneit “General Comment No. 27: Article 12 (Freedom
of Movement).”

22 UN Human Rights Committee (n 21) 5.

23 International Covenant on Civil and Political Righ966 art.12(3)..
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protecting national security, public order, and public health or sianathe rights and
freedoms of other¥. The same approach may also be applied under European Convention
on Human Rights based on situations in time of war or other publicgenmes
threatening the life of the state.

The concept of freedom of movement is also regulated under ArticleoR8fe
Indonesian Constitutioff. This provision mentioned that “[e]very person shall be free to
choose ..... one's place of residence within the state territoryeaee lit and to
subsequently return to it*The right to leave and the right to return under this provision
have been guaranteed if it is in accordance with the Indonesian hatdog This policy
includes national-provincial-subregional space management pdficiag immigration
law.2°

In order to carry out the supervision and movement of people in Indonasia\a.

6 of 2011 on Immigration was enacted. This basic regulatory frarkesvormmigration
aims to promote human rigifsand prevent transnational organized cihwithin the
country. Based on human rights dimensions, every Indonesian citizémehsame right to
enter and leave the territory of Indonesia. Foreigners also havighlih¢éo enter and leave
Indonesia territory after fulfilling the requirements under Ind@mesmmigration law.
Thus, Indonesian border control policy has been carried out by mearselsctive policy
by promoting human rights.

Immigration systems and institutions have established in Indoteesmintain the
legal authority and sovereignty of a country's territory. Imntignais a matter of
movement of people entering or leaving the territory of Indonesia arglitervision to
uphold state sovereignty. Immigration plays an important role agdtekeeper of the
country’? whose general task is to issue and verify travel documentsllaasagipervise

everyone who enters and leaves the territory of Indonesia.

24 International Covenant on Civil and Political Riglin 23) art.12(3)..

25 Convention for the Protection of Human Rights &addamental Freedoms 1950 art.15..

261945 Constitution art. 28E..

271945 Constitution (n 26).

28 Law No. 26 of 2007 on Regional Space Management.

2% Law No. 6 of 2011 on Immigration.

30 Explanation of the Law No. 6 of 2011 on Immigratio

31 James Mitchell, “Transnational Organised Crime limlonesia: the Need for International
Cooperation” (2016) 3 Brawijaya Law Journal 17664%80.

32 Ramadhan K.H. dan Abrar Yusrhintas Sejarah Imigrasi IndonesiéGeneral Directorate of
Immigration, Indonesian Ministry of Law and HumaigRs 2005) 4.
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Immigration in Indonesia is carried out by the Directorate Gerod Immigration
under Ministry of Law and Human Right$Based on article 549 of the Regulation of
Minister of Law and Human Rights No. 29 of 2015, the Directorate Gkrur
Immigration carries out the following functions:

a. Formulation of policies in the field of law enforcement and imntigna
security, immigration services and facilities, border crossirand
immigration overseas cooperation, and immigration information technology;

b. Implementation of policies in the field of law enforcement anchignation
security, immigration services and facilities, border crossarygs foreign
immigration cooperation, and immigration information technology;

c. Providing technical guidance and supervision in the field of law
enforcement and immigration security, immigration services acitititss,
border crossings and immigration overseas cooperation, and imowgrati
information technology;

d. Implementation of monitoring, evaluation, and reporting in the fieldwf la
enforcement and immigration security, immigration services acitititss,
border crossings and immigration overseas cooperation, and imowgrati
information technology;

e. implementation of the administration of the Directorate General of
Immigration; and

f. implementation of other functions assigned by the Minister of Lad a
Human Rights$?

According to Wijayanti (2011), there are four main functions of innatign which
as follows®®

a. Public service function
Immigration enforcement is expected to deliver services to Ibdtinesian
nationals and foreigners. Services for Indonesians include providingl tr
documents such as passports and travel documents in lieu of a passports
(SPLP)3® Services for foreigners include providing Immigration Documents
(DOKIM) in the form of Limited Stay Permit Cards (KITASPermanent
Stay Permit Cards (KITAP), and Special Immigration Faedi
(DAHSUSKIM);*" extending stay permits, such as tourist visit visas, socio-
cultural visit visas, and business visit vis&granting re-entry permits and
leaving permits® and providing entry and exit sigffs.

33 Minister of Law and Human Rights Regulation No.&%2015 on Organization and Structure of
Indonesian Minister of Law and Human Rights.

34 Minister of Law and Human Rights Regulation No.&%2015 on Organization and Structure of
Indonesian Minister of Law and Human Rights (n 83)549.

35 Herlin Wijayanti,Hukum Kewarganegaraan dan Keimigrasi@anyuwangi Publishing 2011).

3¢ Law No. 6 of 2011 on Immigration art.24..

37 Law No. 6 of 2011 on Immigration (n 37) art.48.(3)

38 Law No. 6 of 2011 on Immigration (n 37) art.38.

3% Law No. 6 of 2011 on Immigration (n 37) art.68.

40 Law No. 6 of 2011 on Immigration (n 37) art.10 &rd
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b. Law enforcement function
Law enforcement against foreigners addresses the following preblem
falsification of foreign nationals' identities; registratiorfarigners and the
issuance of foreign supervision reports; abuse of residence pentaiting
illegally / staying illegally; raid monitoring; and immagion vulnerabilies
at geographical crossings.

c. Security function
Immigration is the first and last institution that filters theivals and
departures of foreigners to and from the territory of the Repuddlic
Indonesia. The implementation of this function is preventative. Theaigec
functions aimed at foreigners are: selecting each foreigameivsl intention
through examination of visa applications; cooperation with other state
security apparatus specifically to provide surveys regardimgigration
law enforcement; carrying out immigration intelligence operationthe
interest of state security; and implementing prevention and €eeterr
namely a prohibition on persons leaving the territory of Indonesianagthi
certain period of time and/or a prohibition on entering the territary
Indonesia for a certain period of time.

d. Facilitator function
This function focuses on economic development and the welfare of the
Indonesian people. Immigration facilities provide support Indonesia's
national development include providing immigration facilities for fgmers
in the tourism sector in the form of the visa exemption poBsbg@s Visa
KunjungarMBVK) and visa on arrival (VoA), immigration facilities for
foreigners who are in special economic zoné&awasan Ekonomi
Khusu¢éKEK) and providing a simpler procedure for issuing residence
permitst

2. Impact of the Covid-19 Pandemic on Immigration Policy
The Corona Virus Disease (Covid-19), which has spread very quicklygtmoat the
world, has led to a change in immigration policy. Immigratioroex@ment bodies have
the authority to screen the arrivals and departures of people toaandHe territory of
Indonesia. This means that if a person is found carrying an iodsctlisease and
threatening national health, the Immigration Office has the right to refiise e
Immigration policies that have been applied during the pandemieayeselective

and restrictive measuré$The policies implemented must be effective, responsive, and

4 Pramella Yunidar Pasaribu dan Bobby Briando, “Patan Publik Keimigrasian Berbasis HAM
Sebagai Perwujudan Tata Nilai ‘PASTI' Kemenkumhd2019) 10 Jurnal Hak Asasi Manusia 39.

42 These criteria include: (1) Immigration restrictio and strict eligibility criteria for specific
populations (including bans from high-risk are48); Compulsory home notification and quarantineeosd
for newly admitted citizens, residents and visitnasgardless of government agencies, hotels omataiv
residences); (3) Temporary suspension (possiblyngeent cancellation) of existing visas issued piior
COVID 19 and suspension of issuance of new visd}y; liftroducing stricter eligibility criteria and
application requirements for issuing visas (inagdisuspension of visa exemption agreements and
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adaptive. In addition, a policy must also always be based on thdigesderovided by the
WHO* as well as the Committee for Handling Covid-19 and National Ecanomi
Recover§* which is organized under the Coordinating Minister for Economic Affairs.

Restrictive policies related to immigration during the pandemienofook into
account the situation of the development of the rate of spread of the virus in Ind®hesia.
early February 2020, the Indonesian Government issued Minister ofabdwHuman
Rights Regulation Number 3 of 20%@o temporarily suspend granting visa-free visits and
visas are granted to Chinese Citizens and Foreigners who had tidéat aisited the
territory of the People's Republic of China within 14 (fourteen) dasfere into the
territory of the Republic of Indonesia. This rule was the firgul@ion made related to
immigration restrictions for Chinese citizens as a knee-gsgonse to prevent the spread
of the virus that originally came from Wuhan, China.

In the same month in 2020, the government issueckthdation of Minister of Law and
Human Rights Regulation No. 7 of 202@ replace Minister of Law and Human Rights
Regulation No. 3 of 2020. The preamble to this legun does not specifically mention the
reasons for the revocation of Minister of Law and HumahRiRegulation No. 3 of 2020. In
general, it only states that Minister of Law andéun Rights Regulation No. 3 of 2020 was
not in accordance with the developments that ekisté¢hat time and needed to be repldéed.
This new regulation allowed re-entry into Indonesigrritory for Chinese citizens and
foreigners who had lived and/or visited the teryitof the People's Republic of China within
14 (fourteen) days prior to conditirthat they must be free from the Coronavirus asveho
by the results of the PCR test and carry out quasaftr 14 days?

improved documentation requirements for new apfiing). Ernst and Young Global Ltd, “How COVID-
19 is Disrupting Immigration Policies and Worker Midy: a Tracker” (2022).

4 WHO, “Technical guidance” (2022).

44 President Regulation No. 82 of 2020 on CommitteeHandling Covid-19 and National Economic
Recovery.

45 Directorate General of Immigration, “Information anmigration regulations during the Covid-19
Pandemic” 2022.

46 Minister of Law and Human Rights Regulation Noof32020 on the Temporary Termination of
Free Visit Visa, Visa, and Granting of Forced Seaymit for Citizens of the Peoples Republic of @hin

47 Minister of Law and Human Rights Regulation Noof72020 on Granting of Visa and Stay
Permission to Prevent the Enty of the Corona Virus.

48 Minister of Law and Human Rights Regulation Noof72020 on Granting of Visa and Stay
Permission to Prevent the Enty of the Corona Vfru48) considerant.

4 Minister of Law and Human Rights Regulation Noof72020 on Granting of Visa and Stay
Permission to Prevent the Enty of the Corona V[ru48) art.2.

0 Minister of Law and Human Rights Regulation Noof72020 on Granting of Visa and Stay
Permission to Prevent the Enty of the Corona V{ru48) art.3(2).
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The Minister of Law and Human Rights Regulation No. 8 of 2020 wasiskerd
on March 19, 2028 to accommodate foreign nationals who were affected by the
lockdown policies imposed by the government so that they could obtadenes permits
under coerced circumstances. On April 2, 2020, the government issued Mahiksav
and Human Rights Regulation No. 11 of 2820 revoke Minister of Law and Human
Rights Regulation No. 7 of 2020 and Minister of Law and Human Rights|&em No. 8
of 2020. This regulation was issued when the number of Coronavirus castsctién in
Indonesia increased sharply, and it substantially and at lemgotarily prohibited
foreigners from entering/transiting the territory of Indonesia.

Changes to immigration policies had frequently magkace since the beginning of the
pandemic until now. In 2022, when booster vacamatihad already been rolled out on a
massive scale, health protocols are strictly eefbtbroughout the region, and the decline in
the number of virus sufferers has prompted the @owent to relax immigration policies. On
April 5, 2022, the government through the taskddiar handling Covid-19 Circular number
17 of 2022 began to allow quarantine exemptions fdr doimestic and international travelers

who visit Indonesia on condition that they haverbiedly vaccinate?

3. Synchronization of Personal Data for Contact Tracing Accuracy

In addition to the travel restriction policies, tigevernment has also imposed an
obligation to use information technology that haimit easier to carry out contact tracifg.
This activity is certainly not only carried out hiydbnesia. Many countries have carried out
contact tracing to control the spread of the viruls this way, the public can easily be
monitored and evaluated, especially when havingensadtact with Covid-19 patients.

This identification of people who have been in contact with positive Cf¥id
patients is the basic concept of contact tracing. The idea bédtfigndoncept is to prevent
the spread of infection to large communities by breaking then atfainfection. Contact

tracing is the primary means of controlling the spread ofciitfes diseases such as

51 Minister of Law and Human Rights Regulation Noof®020 on the Provision of Free Visit Visa,
Visa on Arrival and Granting of Force Stay Permit.

52 Minister of Law and Human Rights Regulation No.df12020 on the Temporary Prohibition for
Foreigners entering the Territory of the Repubfitnodonesia.

53 Circulation Letter No. 17 of 2022 on Overseas €tadealth Protoco during the Covid-19
Pandemic.

>4 Jobie Budd and others, “Digital Technologies ia Bublic-health Response to COVID-19" (2020)
26 Nature Medicine 1183; Hsiang Yu Yuan dan ColiakBmore, “The Impact of Contact Tracing and
Testing on Controlling COVID-19 Outbreak Without di@own in Hong Kong: An Observational Study”
(2022) 20 The Lancet Regional Health - Westernfieati

55 WHO, “Contact Tracing in the Context of COVID-1@021).

10
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Covid19, HIV, H5N1, and Ebola. This concept is used to record the number o€ peopl
infected after close contact with a positive case.

Contact tracing had proven to be effective in containing the iR IV.> It is a
contagious virus that attacks the immune system. If this virusnc@stito attack the body,
then the human body's defense systems will be weakened and magtiblesto other
diseases. Transmission of the virus can only be done through bodilydigtsas blood,
vaginal fluids, semen, and breast milk. Transmission can be througkeloé unsterilized
needles, unsafe sex, and breastfeeding. Only people who have itomiztet with people
with the HIV virus have the potential to spread the virus again. éjénis very important
to perform contact tracing aiming that this deadly virus doespreiad quickly and cause
many victims>’

Contact tracing is an effective tool for controlling the spreadiroses. A manual
method® and non-integrated contact tracing has no real effect on contrdibngpread of
the virus. This is because the coronavirus spreads very easilyglthtbe droplets
(coughing, sneezing, or spattering saliva when speaking) and spreads very. gaickiys
reason, in addition to implementing strict health protocols, digaatacts can quickly
collect data about Covid-19 patients and provide an early warningnsyste the
surrounding community limiting contact with affected people.

Contact tracing using digital technology is widely used in puidialth monitoring
in many countries to support rapid reporting, data managemeranahgis with the goal
of increasing the effectiveness of healthcare systems. In rtém, contact tracing
technology has been introduced in a sophisticated and accurate maroveingafor
control the spread rate of the virus nationwiti&orean authorities collect all possible
personal data to find links between Covid-19 patients in order to blewpread of the
pandemic. Contact tracers also call anyone who comes into caevitach patient and
advise them to self-quarantine and undergo preemptive testing.

56 Haijiang Lin and others, “Tracing Sexual Contaots HIV-infected Individuals in a Rural
Prefecture, Eastern China” (2012) 12 BMC Public|theh.

5K Ramstedt and others, “Contact Tracing for Hunamunodeficiency Virus (HIV) Infection”
(Sexual Transmission Diseasd®990) 37; Tom Winkins, “HIV 2: prevention, sympte, diagnosis and
contact tracing | Nursing Times” (2020) 116 Nursiiges 35.

%8 Mirjam E Kretzschmar and others, “Impact of Delays Effectiveness of Contact Tracing
Strategies for COVID-19: A Modelling Study” (202B8)The Lancet Public Health e452.

% Claire Seungeun Lee, “Contact Tracing Apps forf-§ehrantine in South Korea: Rethinking
Datafication and Dataveillance in the COVID-19 Ag2021) 45 Online Information Review 810.

11
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Recently, South Korea has switched its contact tracing mod&tanning personal
QR code$® QR codes generated by mobile applications from ubiquitous companies suc
as Naver and Kakao including personal information such as name,saqitrese number,
places visited and vaccination status. Since 2021, such applicationsdeavesquired in
public places such as cafes, restaurants, and gyms to speed up contadttracing.

The same model of mobile application has also been implemented lyltmesian
government. Indonesia obligates the self-check-ins for anyonangnteipublic area by
using a scanned QR code. The application used is knowmredsli Lindungi This
application includes the e-HAC (Electronic Health Alert Cardhjcv is an electronic
health awareness application aimed at all domestic and interalatravelers during the
Covid-19 pandemic. This application is separate from the immigrasitmsystem and is
managed directly by the Ministry of Health.

In its implementation, the e-HAC menu in tiReduli Lindungiapplication has
problems in the field, includingf

1. Citizens' discipline is still very low to do self-check-in, esilly filling in
data on e-HAC. At airports that conduct very strict supervision, the
discipline of citizens to fill out this application is very highedhwhile, at
airports with low surveillance systems, the discipline of engfilling out
this application is very low. The Covid-19 pandemic has had an impact on
the airport resource management system, so that at an airgora wery
minimal number of passengers, it also has an impact on the supervision
system provided.

2. The e-HAC data is not integrated with the existing data ceystem for
the airlines and the immigration data system, so that theedéteed by the
passengers may result in misinformation. Considering the moddl isise
self-filling, the e-HAC system cannot detect errors entered by pgsss.

3. E-HAC is a contact tracing system for travelers thatostrolled and
supervised directly by the Ministry of Health. The data aayuend data
protection systems are very different from what the immigration syisées.

By considering the mitigation of the weaknesseshef e-HAC system, the research
proposes synchronization of data both on the imatigr system and on the airline system.

This synchronization is very important for testing thalifiof the existing data in the e-HAC
system. The preventive pattern that is carriedcantbe specific, measurable, and complete.

80 Ichiro Nakamoto and others, “A QR Code-Based Gunfaacing Framework for Sustainable
Containment of COVID-19: Evaluation of an ApproachAssist the Return to Normal Activity” (2020) 8
JMIR Mhealth Uhealth 1.

61 Uichin Lee dan Auk Kim, “Benefits of Mobile Conta€racing on COVID-19: Tracing Capacity
Perspectives” (2021) 9 Frontiers in Public HealtR-B.

62 Interview Report with the Representative of Imraigyn Office in Yogyakarta, 16 April 2021.
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Here, coordination is needed between the Direed@sneral of Immigration, Ministry of
Health, Ministry of Communications and Informatidechnology, and Airlines. To avoid
issues related to such integration, this mustrbmtegrated effort and monitored regularly.
We can learn from South Korea’s coordination pafterhere several government agencies,
including the Ministry of Food and Drug Safety (ME]) the Korea Society for Laboratory
Medicine, the Korean Association of External Qyalitssessment Service and the Korea
Centers for Disease Control and Prevention (KCD&vehdesigned rapid response processes
for emerging infectious diseas®sThis type of collaboration among institutions willily
enhance the system that is being utilized and dpedf*

The data on the e-HAC system must be synchronized with the aiatthe
immigration system. This will be very useful in providing comprelh@ngmmigration
information to be used quickly for handling health, especially thoseatbatross-border.
The immigration system already has demonstrated a pattéerms of coordination with
immigration systems in other countries. This coordination is g#pecarried out to
prevent transnational crimé&sFor this reason, considering that virus transmission is cross-
border, this kind of coordination pattern needs to be adopted and developed.

The data on the e-HAC system must also be synchronized withatlaeon the
airlines. Passenger d&ftatarting with names, flight numbers, and seat numbers are vital to
be synchronized so that there is data accuracy for everyeraweand from Indonesia. It
is very important to enter the passenger seat number toat#raccurate contact tracing

with surrounding passengers who have the potential to be infected with the Coronavirus.

4. Potential Security Breaches and the Need to Protect Privacy Rights

Personal data is required for digital contact tracing techndiogxecute tracking
with precision. Personal data requested is comprised not only dasth personal
information, but also visited locations and personal health statustnhs tof advantages,

63 Joon-Young Hur dan Kyung Woo Kim, “Crisis Learniagd Flattening the Curve: South Korea's
Rapid and Massive Diagnosis of the COVID-19 Infecti (2020) 50 American Review of Public
Administration 606; Asian Development Bank, “Asgasat of Covid-19 Response in the Republic of
Korea” (2021); European Medicines Agency, “EMA atarean Ministry of Food and Drug Safety to Share
Confidential COVID-19 Information” (2020).

64 Soonman Kwon, Tae-jin Lee dan Chang-yup Kim, “Rsjguof Korea Health System Review”
(2005).

55 Warisul Ambia, Mayang Dinda Doranti dan Panca Wémgran Keimigrasian serta Upaya Hukum
Keimigrasian Dalam Menghadapi Kejahatan Transnasial Indonesia” (2021) 8 Jurnal Hukum dan
Keadilan Mediasi.

66 Chris Woodyard, “Coronavirus: Tracing COVID-194afed Airline Passengers Isn't Easy”
(Airline News 2020); Thai Quang Pham and others, “TimelinessCohtact Tracing Among Flight
Passengers during the COVID-19 Epidemic in Vietn§2@21) 21 BMC Infectious Diseases 1.
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this technology makes it simpler to track locations where pateetsn the incubation
phase, and it can detect Covid-19 patients within a particular radiusell as users who
have been in close vicinity to persons who have been proven positive fdDEVThis
will be useful if a person cannot recall their travel history or who he was iaatanth.

The Peduli Lindungiapplication along with the e-HAC that is in it, on the one hand,
helps the government in efforts to prevent Covid-19. Despite the inclugiamew
functionalities, this program still relies on community engagernteemrixchange location
data with one another when traveling in order to perform contaghdravith Covid-19
patients. However, information security must also be considéBecause the program
requires users to enter personal information, it assures thapplieation provider is a
trustworthy entity who will not use the data for reasons other than pandemic control.

The weak data security protection system makes it easygafar to leak and be
misused for illegal actiorf.In August 2021, approximately 1.3 million user’s data from
the e-HAC application were hack&The hacked data includes not only Covid-19 tests
(queue number, selected hospital, type of test, place and timetekthand test results),
but also personal data related to passengers (such as flight pas$port photo, and
resident identification number). The data is tradedraidforum ’° the dark web that
hackers often use to exchange their hacked data. This leakedcala potentially be
misused by hackers, for example to break into bank accounts and credit cards.

Disseminating someone's personal data without consent is a violatiorvacy
rights. According to Warren and Brandeis, privacy is the freedoenjoy life and the
right to be alone, and this evolution of the law is unavoidable and it okéegal
sanction/! Many international treaties safeguard the right to privacyspie being
included in the rule of derogable rights, the right to privacgnisssential component of
individual freedoms and dignity. Personal data must be protectedskeitas part of a

person's dignity.

67 “Data eHAC Milik 1,3 Juta Penggunanya DilaporkaacBr, ‘Keamanan Data Tidak Prioritas™
(2021).

68 Hendro Wijayanto, Daryono Daryono dan Siti Nasjrthnalisis Forensik Pada Aplikasi Peduli
Lindungi Terhadap Kebocoran Data Pribadi” (2021)J@nal Teknologi Informasi dan Komunikasi
(TIKomSiN) 11, 15-18.

69 Voice of Indonesia, “EHAC Application Data Alledgd_eaked, What About Peduli Lindungi?”
(2021) <https://voi.id/en/news/81071/ehac-applaatilata-allegedly-leaked-what-about-Peduli Lindengi
accessed April 10, 2022.

70 Raka Ibrahim, “Indonesians’ Data ‘just sitting t&¥e Hackers Say” (2021).

"> Samuel D Warren dan Louis D Brandeis, “The RighPtivacy” (1890) 4 Harvard Law Review
193, 193-194.

14



ISSN: 2686-2379; E-ISSN: 2686-3464

The Indonesian constitution guarantees the right to protect onesel§ family,
honor, dignity, and property under his control. This constitutional rightakes been
further elaborated in Article 26 (1) Law No. 11 of 2008 on Information Eledtronic
Transactions which regulated that "the use of any information threlegtronic media
concerning a person's personal data must be carried out witlorikent of the person
concerned.” The provision further stipulates that "everyone whose right to priisacy
violated may file a lawsuit for the loss causé&tWith this regulatory concept, when a
person's right to privacy is violated, he or she can file aldvas regulated in article 1365
of the Civil Code’* However, this arrangement is still too abstract because there i
precise definition of privacy, which in some cases is often hagpia¢ a violation of
privacy rights as a form of defamatiéh.

An effective contact tracing system must provide high sgcuyrotection for
personal data. All incoming personal data can be very easiégset by the government
considering that the server is focused on the infrastructure owrtbe lgovernment® For
this reason, it is necessary to maintain a network with fulirly system and quality
resources to ensure the protection of personal data. Furthermstéygelaw does not
provide a legal framework for the use of data protection by éhrergment. The absence
of this provision can trigger negligence in maintaining the confideptat personal data
used for the benefit of the state.

The WHO provides guidelines to ensure that contact tracing implatioent
considers data protection and data privacy. The guidelines suggé€sét that:

a. Safeguards must be in place to guarantee privacy and data iprotect
accordance with the legal frameworks of countries where ragstare
implemented;

b. All parties involved in contact tracing must adhere to ethicakjpies of
handling personal information, to ensure responsible data management and
respect for privacy throughout the process;

72 Law No. 11 of 2008 on Information and Electroni@iisactions art.26(1).

73 Law No. 11 of 2008 on Information and Electroni@iisactions (n 72) art.26(2).

7 Indonesian Civil Code art.1365 (any violation aflthat results in loss to another person can be
the basis for a cause of action to compensatedlrsop for the loss). Unlawful acts and criminaiksaan
often be brought together. A criminal act is alean act against the law (unlawful act). The scope
unlawful acts (in the context of civil law) is widi scope than criminal acts.; Rachmat Setiawamauan
Elementer Perbuatan Melanggar HukBina Cipta 1991) 3.

7S District Court of South Jakarta No515/PdtG/2010JRiSel.

"® Teresa Scassa, Jason Millar dan Kelly Bronsoniv&ey, Ethics, and Contact-tracing Apps” in
Colleen M Flood (ed)Yulnerable: The Law and Politics of COVID-{9niversity of Ottawa Press 2020).

TWHO, “Contact tracing in the context of COVID-1@hterim Guidance2020).
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C.

There must be a protocol for how data will be handled, stored, and used
needs to be communicated to those concerned in a clear and trahspare
manner. This is important for buy-in and engagement as well agoid
misperceptions that could jeopardize the effectiveness of a cdrdartg
program; and

. Digital tools used for contact tracing should be assessed before use to ensure

safeguarding data protection according to national regulations.

Given that thePeduli Lindungiapplication is under the control of the Ministry of

Health — which institutionally does not have sufficient resouircéise IT field — it is very

necessary to establish a Personal Data Protection CommiskhisnCdmmission at least

must have the authority {8:

a.

Monitor compliance of all parties related to the protectionesépnal data

to the laws and regulations regarding the protection of persietal,
including personal data protection measures used and recommend the
necessary steps in order to meet the minimum standards in thetiprote
personal data;

Receive complaints, facilitate dispute resolution, and provide assesto

data owners in the event of a violation of laws and regulatioateceto
personal data protection;

Coordinate with other government agencies and the private sector to
formulate and implement plans and policies to strengthen the pootedt
personal data;

. Regularly publish guidelines for personal data protection measugks a

coordinate with relevant agencies; and
Provide recommendations to law enforcement regarding prosesutio
relating to the protection of personal data.

The current bill on personal data protection in Indonesia (2020) does huteirthe

establishment of a commissi6hThe political situation in the legislation provides more

room for supervision for each processor of personal®atais kind of monitoring system

is less integrated and tends to expose uncertainty in law enforcement.

Unlike Indonesia, South Korea has established a Personal Informattecti®n

Commission. This commission was formed through the Personal Infomfatotection

Act establishing the central administrative agency responsiblethiorprotection of

personal information under the South Korean Prime Minf8t@ihe authority of this

independent agency includ®s:

16
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80 Draft of Law on Personal Data Protection (2020sit@T) (n 79) art.43-46.
81 South Korea's Personal Information Protection @€t11) art.7.

82 South Korea'’s Personal Information Protection @€11) (n 81) art.8.
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a. Matters concerning the improvement of law relating to persof@mation
protection;

b. the establishment or execution of policies, systems or plansngelit
personal information protection;

c. investigation into infringement upon the right of data subjects and the
ensuing dispositions;

d. Handling of complaints or remedial procedures relating to personal
information processing and mediation of disputes over personal
information;

e. Exchange and cooperation with international organizations and foreign
personal information protection agencies to protect personal information;

f. investigation and study, education and promotion of law, policies, systems
and status relating to personal information protection; and

g. support for technological development and dissemination relating to
personal information protection and nurturing of experts.

Indonesia's immigration data system has been fortified wignawed infrastructure
and security technology. The server is likewise located in Into@esl includes strong
security measure®’ ensuring that even if there is physical, non-criminal acts, the
protection of existing personal data is assured.

Efforts to connect current data on immigration and airlines he@eduli Lindungi
system must be accompanied by the development of a secure sistenresult, it is
critical to maintain a consistent security system amampriesian government internal
organizations to secure personal data. Implementation of this proposalrsappebe
difficult if Indonesia does not establish a Personal Data Prate€ommission, as other

nations have.

E. Conclusion
Providing data accuracy and speed to prevent the spread of Covid-19 in iadones

the government through the Ministry of Health requires the useH#¥@, which is one of

the menus in the digital contact tracing applicatiorPetiuli Lindungi Contact tracing
related to domestic and international mobility carried out in thi@ation is still in the
form of self-filling. In practice, this incoming data is stéks accurate due to the lack of
public awareness and discipline. For this reason, in this studyretasnmended that all
data held by the Directorate General of Immigration andhaslishould be synchronized

into the contact tracing application carried out by the Ministry of Health.

83 Interview Report with the Representative of Imraigyn Office in Yogyakarta (n 62).
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The data synchronization carried out must be balanced with theedaté\ssystem.
The absence of regulations regarding the protection of personarahthe commission
for the protection of personal data in Indonesia makes synchronizdtots eiseless
considering that to this day there are still many data Jezdqecially data that has been
collected by the government. For this reason, this study providesnneendations for
regulations regarding the protection of personal data be immediateled and ratified
and establish a Personal Data Protection Commission whose task is to conductisnpervis
law enforcement and ensure that there is a uniform dataitgesystem in every

institution, both public and private in Indonesia.
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